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Summary

CVE CVE-2023-5625

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-01 14:15:00 UTC

Updated 2023-11-09 17:34:00 UTC

Description A regression was introduced in the Red Hat build of python-eventlet due to a change in the patch application strategy, resulting in a patch for CVE-2021-21419 not being applied for all builds of all products.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Application Redhat Openshift Container Platform For Arm64 4.12 All All All

Application Redhat Openshift Container Platform For Linuxone 4.12 All All All

Application Redhat Openshift Container Platform For Power 4.12 All All All

Application Redhat Openshift Container Platform Ibm Z Systems 4.12 All All All

Application Redhat Openstack Platform 17.1 All All All

References

Reference Source Link

2244717 – (CVE-2023-5625) CVE-2023-5625 python-eventlet: patch regression for CVE-2021-21419 in some Red Hat builds MISC bugzilla.redhat.com

Red Hat MISC access.redhat.com

cve-details MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

242261 Red Hat OpenShift Container Platform 4.12 Security Update (RHSA-2023:6128)

242703 Red Hat Update for OpenStack Platform 17.1 (RHSA-2024:0188)

242873 Red Hat Update for OpenStack Platform 17.1 (RHSA-2024:0213)

770211 Red Hat OpenShift Container Platform 4.12 Security Update (RHSA-2023:6128)
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