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Summary

CVE CVE-2023-5834

State PUBLIC

Assigner security@hashicorp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-27 22:15:00 UTC

Updated 2023-11-13 14:34:00 UTC

Description HashiCorp Vagrant's Windows installer targeted a custom location with a non-protected path that could be junctioned, introducing potential for unauthorized file system writes. Fixed in Vagrant 2.4.0.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Vagrant All All All All

References

Reference Source Link

HCSEC-2023-31 - Vagrant’s Windows Installer Allowed Directory Junction Write - Security - HashiCorp Discuss MISC discuss.hashicorp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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