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Summary

CVE CVE-2023-5981

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-28 12:15:00 UTC

Updated 2024-01-29 16:15:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Gnu Gnutls 1.5.0 All All All

Operating System Redhat Linux 8.0 All All All

Operating System Redhat Linux 9.0 All All All

References

Reference Source Link Tags

Red Hat access.redhat.com

Red Hat access.redhat.com

[SECURITY] Fedora 39 Update: gnutls-3.8.3-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

oss-security - GnuTLS 3.8.3 released, fixes CVE-2024-0553 & CVE-2024-0567 www.openwall.com

gnutls.org/security-new.html gnutls.org Issue Tracking, Vendor Advisory

Red Hat access.redhat.com

Red Hat access.redhat.com

RHBZ#2248445 bugzilla.redhat.com Issue Tracking, Third Party Advisory

Red Hat access.redhat.com

https://cve.report/
https://cve.report/CVE-2023-5981/mitre
https://cve.report/CVE-2023-5981/nist
https://cve.report/CVE-2023-5981/cve_org
https://cve.report/CVE-2023-5981.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gnutls
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/linux
https://access.redhat.com/errata/RHSA-2024:0533
https://access.redhat.com/errata/RHSA-2024:0399
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GNXKVR5YNUEBNHAHM5GSYKBZX4W2HMN2/
http://www.openwall.com/lists/oss-security/2024/01/19/3
https://gnutls.org/security-new.html#GNUTLS-SA-2023-10-23
https://access.redhat.com/errata/RHSA-2024:0155
https://access.redhat.com/errata/RHSA-2024:0319
https://bugzilla.redhat.com/show_bug.cgi?id=2248445
https://access.redhat.com/errata/RHSA-2024:0451


access.redhat.com/security/cve/CVE-2023-5981 access.redhat.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161280 Oracle Enterprise Linux Security Update for gnutls (ELSA-2024-0155)

161336 Oracle Enterprise Linux Security Update for gnutls (ELSA-2024-0533)

199937 Ubuntu Security Notification for GnuTLS Vulnerability (USN-6499-1)

242689 Red Hat Update for gnutls (RHSA-2024:0155)

242725 Red Hat Update for gnutls (RHSA-2024:0319)

242741 Red Hat Update for gnutls (RHSA-2024:0399)

242766 Red Hat Update for libssh (RHSA-2024:0538)

242768 Red Hat Update for gnutls (RHSA-2024:0533)

242843 Red Hat Update for gnutls (RHSA-2024:0451)

284905 Fedora Security Update for gnutls (FEDORA-2024-c43a6cc3f8)

285017 Fedora Security Update for gnutls (FEDORA-2024-80428c408c)

379642 Alibaba Cloud Linux Security Update for gnutls (ALINUX3-SA-2024:0019)

510684 Alpine Linux Security Update for gnutls

6000338 Debian Security Update for gnutls28 (DLA 3660-1)

6000492 Debian Security Update for gnutls28 (DLA 3740-1)

673536 EulerOS Security Update for gnutls (EulerOS-SA-2024-1312)

673634 EulerOS Security Update for gnutls (EulerOS-SA-2024-1105)

674090 EulerOS Security Update for gnutls (EulerOS-SA-2024-1334)

674104 EulerOS Security Update for gnutls (EulerOS-SA-2024-1120)

674138 EulerOS Security Update for gnutls (EulerOS-SA-2024-1507)

674140 EulerOS Security Update for gnutls (EulerOS-SA-2024-1486)

755523 SUSE Enterprise Linux Security Update for gnutls (SUSE-SU-2023:4952-1)

755547 SUSE Enterprise Linux Security Update for gnutls (SUSE-SU-2023:4986-1)

https://access.redhat.com/security/cve/CVE-2023-5981
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http://cve.report/qid/755547
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755549 SUSE Enterprise Linux Security Update for gnutls (SUSE-SU-2023:4983-1)

755964 SUSE Enterprise Linux Security Update for gnutls (SUSE-SU-2024:0860-1)

941528 AlmaLinux Security Update for gnutls (ALSA-2024:0155)

941558 AlmaLinux Security Update for gnutls (ALSA-2024:0533)

961102 Rocky Linux Security Update for gnutls (RLSA-2024:0155)

961116 Rocky Linux Security Update for gnutls (RLSA-2024:0627)

http://cve.report/qid/755549
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