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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 12.0 All All All

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Operating System Fedoraproject Fedora 39 All All All

Application Google Chrome All All All All

References |

Reference Source Link

QtWebEngine: Multiple Vulnerabilities (GLSA 202312-07) — Gentoo security

[SECURITY] Fedora 38 Update: chromium-119.0.6045.159-2.fc38 - package-announce - Fedora Mailing-Lists

QtWebEngine: Multiple Vulnerabilities (GLSA 202311-11) — Gentoo security

crbug.com/1497997

chromereleases.googleblog.com/2023/11/stable-channel-update-for-desktop_14.html

www.debian.org/security/2023/dsa-5556

[SECURITY] Fedora 39 Update: chromium-119.0.6045.159-2.fc39 - package-announce - Fedora Mailing-Lists

Chromium, Google Chrome, Microsoft Edge: Multiple Vulnerabilities (GLSA 202401-34) — Gentoo security

security.gentoo.
lists.fedoraproje
security.gentoo.
crbug.com

chromereleases
www.debian.org
lists.fedoraproje

security.gentoo.
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284766 Fedora Security Update for chromium (FEDORA-2023-5b46676afa)

284771 Fedora Security Update for chromium (FEDORA-2023-442c049¢3c)

285139 Fedora Security Update for chromium (FEDORA-2023-9425bb0115)

379006 Google Chrome Prior to 119.0.6045.159 Multiple Vulnerabilities

379031 Microsoft Edge Based on Chromium Prior to 119.0.2151.72/Extended stable Version 118.0.2088.109 Multiple Vulnerabilities
503672 Alpine Linux Security Update for gt5-gtwebengine

506207 Alpine Linux Security Update for gt5-gtwebengine

506214 Alpine Linux Security Update for qt6-gtwebengine

6000326 Debian Security Update for chromium (DSA 5556-1)

691360 Free Berkeley Software Distribution (FreeBSD) Security Update for chromium (0da4db89-84bf-11ee-8290-a8a1599412¢c6)
691361 Free Berkeley Software Distribution (FreeBSD) Security Update for electron{25,26} (147353a3-c33b-46d1-b751-e72c0d7f29df)
710797 Gentoo Linux QtWebEngine Multiple Vulnerabilities (GLSA 202311-11)

710809 Gentoo Linux QtWebEngine Multiple Vulnerabilities (GLSA 202312-07)

710849 Gentoo Linux Chromium, Google Chrome, Microsoft Edge Multiple Vulnerabilities (GLSA 202401-34)

710863 Gentoo Linux QtWebEngine Multiple Vulnerabilities (GLSA 202402-14)

755373 OpenSUSE Security Update for opera (openSUSE-SU-2023:0386-1)

755374 OpenSUSE Security Update for opera (openSUSE-SU-2023:0385-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site. This site includes MITRE data granted under the following license.
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