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CVE CVE-2023-6039
State RESERVED
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-09 15:15:00 UTC
Updated 2023-11-16 17:59:00 UTC
Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.5 rct All All

Operating System Linux Linux Kernel 6.5 rc2 All All

Operating System Linux Linux Kernel 6.5 rc3 All All

Operating System Linux Linux Kernel 6.5 rc4 All All

Reference Source Link
cve-details access
2248755 — (CVE-2023-6039) CVE-2023-6039 kernel: use-after-free in drivers/net/usb/lan78xx.c in lan78xx_disconnect bugzille
net: usb: lan78xx: reorder cleanup operations to avoid UAF bugs - torvalds/linux@1e7417c - GitHub github.c
CVE Program record CVE.ORG www.c\
NVD vulnerability detail NVD nvd.nis
q H

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-6039/mitre
https://cve.report/CVE-2023-6039/nist
https://cve.report/CVE-2023-6039/cve_org
https://cve.report/CVE-2023-6039.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://access.redhat.com/security/cve/CVE-2023-6039
https://bugzilla.redhat.com/show_bug.cgi?id=2248755
https://github.com/torvalds/linux/commit/1e7417c188d0a83fb385ba2dbe35fd2563f2b6f3
https://www.cve.org/CVERecord?id=CVE-2023-6039
https://nvd.nist.gov/vuln/detail/CVE-2023-6039

199976 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6534-1)

200002 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6534-2)

200010 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6534-3)

200100 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6626-1)

200103 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-6628-1)

200111 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6626-2)

200118 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-6628-2)

200120 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6626-3)

200212 Ubuntu Security Notification for Linux kernel (OEM) Vulnerability (USN-6706-1)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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