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Summary

CVE CVE-2023-6277

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-24 19:15:00 UTC

Updated 2024-01-02 09:15:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 38 All All All

Application Libtiff Libtiff - All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link Tags

RHBZ#2251311 bugzilla.redhat.com

gitlab.com/libtiff/libtiff/-/issues/614 gitlab.com

gitlab.com/libtiff/libtiff/-/merge_requests/545 gitlab.com

access.redhat.com/security/cve/CVE-2023-6277 access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

200123 Ubuntu Security Notification for LibTIFF Vulnerabilities (USN-6644-1)

200148 Ubuntu Security Notification for LibTIFF Vulnerabilities (USN-6644-2)

284856 Fedora Security Update for tkimg (FEDORA-2024-43b9d9bff9)

285059 Fedora Security Update for tkimg (FEDORA-2024-e812bddc51)

356752 Amazon Linux Security Advisory for compat-libtiff3 : ALAS2-2023-2346

356764 Amazon Linux Security Advisory for libtiff : ALAS2-2023-2347

356898 Amazon Linux Security Advisory for libtiff : ALAS2023-2023-439

357072 Amazon Linux Security Advisory for libtiff : ALAS-2024-1913

357210 Amazon Linux Security Advisory for libtiff : AL2012-2024-488

673452 EulerOS Security Update for libtiff (EulerOS-SA-2024-1199)

673499 EulerOS Security Update for libtiff (EulerOS-SA-2024-1123)

673524 EulerOS Security Update for libtiff (EulerOS-SA-2024-1108)

673530 EulerOS Security Update for libtiff (EulerOS-SA-2024-1088)

673637 EulerOS Security Update for libtiff (EulerOS-SA-2024-1179)

673888 EulerOS Security Update for libtiff (EulerOS-SA-2024-1064)
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