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CVE CVE-2023-6863
State PUBLISHED
Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-12-19 14:15:00 UTC
Updated 2024-02-02 02:35:00 UTC
Description Description unavailable.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Operating System Debian Debian Linux 10.0
Operating System Debian Debian Linux 11.0
Operating System Debian Debian Linux 12.0
Application Mozilla Firefox All
Application Mozilla Firefox Esr All
Application Mozilla Thunderbird All

Update

All All
All All
All All
All All
All All
All All

Edition

Language
All
All
All
All
All

All

References

Reference Source
lists.debian.org/debian-Its-announce/2023/12/msg00020.html
bugzilla.mozilla.org/show_bug.cgi

www.debian.org/security/2023/dsa-5581

security.gentoo.org/glsa/202401-10
www.mozilla.org/security/advisories/mfsa2023-54
www.mozilla.org/security/advisories/mfsa2023-55
www.mozilla.org/security/advisories/mfsa2023-56

CVE Program record CVE.ORG

AN/N vndlmAavakilibig, AAtAll N/

Link
lists.debian.org
bugzilla.mozilla.org
www.debian.org
security.gentoo.org
www.mozilla.org
www.mozilla.org
www.mozilla.org

WwWWw.cve.org

mirAl mlAl AALs

Tags

Issue Tracking

Third Party Advisory

Vendor Advisory
Vendor Advisory
Vendor Advisory

canonical


https://cve.report/
https://cve.report/CVE-2023-6863/mitre
https://cve.report/CVE-2023-6863/nist
https://cve.report/CVE-2023-6863/cve_org
https://cve.report/CVE-2023-6863.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://lists.debian.org/debian-lts-announce/2023/12/msg00020.html
https://bugzilla.mozilla.org/show_bug.cgi?id=1868901
https://www.debian.org/security/2023/dsa-5581
https://security.gentoo.org/glsa/202401-10
https://www.mozilla.org/security/advisories/mfsa2023-54/
https://www.mozilla.org/security/advisories/mfsa2023-55/
https://www.mozilla.org/security/advisories/mfsa2023-56/
https://www.cve.org/CVERecord?id=CVE-2023-6863

NV vunigeraviity uetai NV Hvu.ristLyouv vdanuiinudl, diidlysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161258 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2024-0027)
161259 Oracle Enterprise Linux Security Update for firefox (ELSA-2024-0026)
161262 Oracle Enterprise Linux Security Update for firefox (ELSA-2024-0025)
161263 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2024-0001)
161264 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2024-0003)
161266 Oracle Enterprise Linux Security Update for firefox (ELSA-2024-0012)
200019 Ubuntu Security Notification for Firefox Vulnerabilities (USN-6562-1)
200020 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-6563-1)
242637 Red Hat Update for thunderbird (RHSA-2024:0028)

242639 Red Hat Update for firefox (RHSA-2024:0022)

242640 Red Hat Update for firefox (RHSA-2024:0011)

242641 Red Hat Update for firefox (RHSA-2024:0019)

242642 Red Hat Update for firefox (RHSA-2024:0025)

242643 Red Hat Update for thunderbird (RHSA-2024:0005)

242644 Red Hat Update for thunderbird (RHSA-2024:0003)

242645 Red Hat Update for firefox (RHSA-2024:0012)

242646 Red Hat Update for firefox (RHSA-2024:0026)

242647 Red Hat Update for thunderbird (RHSA-2024:0004)

242651 Red Hat Update for thunderbird (RHSA-2024:0001)

242653 Red Hat Update for firefox (RHSA-2024:0023)

242655 Red Hat Update for firefox (RHSA-2024:0024)

242656 Red Hat Update for thunderbird (RHSA-2024:0030)

242658 Red Hat Update for thunderbird (RHSA-2024:0029)

242659 Red Hat Update for thunderbird (RHSA-2024:0002)

242661 Red Hat Update for firefox (RHSA-2024:0021)



https://nvd.nist.gov/vuln/detail/CVE-2023-6863
http://cve.report/qid/161258
http://cve.report/qid/161259
http://cve.report/qid/161262
http://cve.report/qid/161263
http://cve.report/qid/161264
http://cve.report/qid/161266
http://cve.report/qid/200019
http://cve.report/qid/200020
http://cve.report/qid/242637
http://cve.report/qid/242639
http://cve.report/qid/242640
http://cve.report/qid/242641
http://cve.report/qid/242642
http://cve.report/qid/242643
http://cve.report/qid/242644
http://cve.report/qid/242645
http://cve.report/qid/242646
http://cve.report/qid/242647
http://cve.report/qid/242651
http://cve.report/qid/242653
http://cve.report/qid/242655
http://cve.report/qid/242656
http://cve.report/qid/242658
http://cve.report/qid/242659
http://cve.report/qid/242661

242663 Red Hat Update for thunderbird (RHSA-2024:0027)

257279 CentOS Security Update for thunderbird (CESA-2024:0027)

257291 CentOS Security Update for firefox (CESA-2024:0026)

296108 Oracle Solaris 11.4 Support Repository Update (SRU) 66.164.1 Missing (CPUJAN2024)

379170 Mozilla Firefox Multiple Vulnerabilities (MFSA2023-56)

379171 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2023-54)

379172 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-55)

510672 Alpine Linux Security Update for firefox-esr

6000393 Debian Security Update for firefox-esr (DSA 5581-1)

6000410 Debian Security Update for firefox-esr (DLA 3697-1)

710830 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202401-10)

710875 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202402-25)

755509 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:4929-1)

755510 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:4928-1)

755590 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2024:0044-1)

941514 AlmalLinux Security Update for firefox (ALSA-2024:0025)

941515 AlmaLinux Security Update for thunderbird (ALSA-2024:0001)

941517 AlmalLinux Security Update for firefox (ALSA-2024:0012)

941518 AlmaLinux Security Update for thunderbird (ALSA-2024:0003)
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