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MITRE NVD CVE.ORG JSON API Print: PDF ¥4

CVE CVE-2023-6875
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback
Published 2024-01-11 09:15:52 UTC
Updated 2026-04-08 19:19:01 UTC

Description The POST SMTP Mailer — Email log, Delivery Failure Notifications and Best Mail SMTP for WordPress plugin for WordPres
A | |

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.936150000 probability, percentile 0.998390000 (date 2026-04-22)

Problem Types: CWE-639 | CWE-862 | CWE-639 CWE-639 Authorization Bypass Through
User-Controlled Key | CWE-862 CWE-862 Missing Authorization

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 security@wordfence.com Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2023-6875/mitre
https://cve.report/CVE-2023-6875/nist
https://cve.report/CVE-2023-6875/cve_org
https://cve.report/api/cve/CVE-2023-6875.json
https://cve.report/CVE-2023-6875.pdf

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Whpexperts Post Smtp All All All All

Vendor Declared Affected Products

Source Vendor Product Ver

CNA Saadigbal Post SMTP Complete Email Deliverability And SMTP Solution With Email Logs Alerts Backup SMTP Mobile App  affe

L R S R R R R S AR AR AR ]

References

Reference Source

www.wordfence.com/threat-intel/vulnerabilities/id/e675d64c-cbb8-4f24-9b6f-2597a... af854a3a-2127-422b-91ae-364da2661108

packetstormsecurity.com/files/176525/WordPress-POST-SMTP-Mailer-2.8.7-Authorization-B... af854a3a-2127-422b-91ae-364da2661108

plugins.trac.wordpress.org/changeset/3016051/post-smtp/trunk af854a3a-2127-422b-91ae-364da2661108
plugins.trac.wordpress.org/browser/post-smtp/trunk/Postman/Mobile/includes/rest-api/v1/r... af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

Vendor Comments And Credit

Discovery Credit
CNA: Ulyses Saicha (en)

Additional Advisory Data

Source Time Event

CNA 2024-01-10T00:00:00.000Z Disclosed

Legacy QID Mappings

731078 WordPress Plugin POST Simple Mail Transfer Protocol (SMTP) Authorization Bypass Vulnerability


http://cve.report/vendor/wpexperts
http://cve.report/software/wpexperts/post_smtp
http://cve.report/vendor/saadiqbal
http://cve.report/software/saadiqbal/Post_SMTP__Complete_Email_Deliverability_and_SMTP_Solution_with_Email_Logs_Alerts_Backup_SMTP__Mobile_App
https://www.wordfence.com/threat-intel/vulnerabilities/id/e675d64c-cbb8-4f24-9b6f-2597a97b49af?source=cve
http://packetstormsecurity.com/files/176525/WordPress-POST-SMTP-Mailer-2.8.7-Authorization-Bypass-Cross-Site-Scripting.html
https://plugins.trac.wordpress.org/changeset/3016051/post-smtp/trunk?contextall=1&old=3012318&old_path=%252Fpost-smtp%252Ftrunk
https://plugins.trac.wordpress.org/browser/post-smtp/trunk/Postman/Mobile/includes/rest-api/v1/rest-api.php#L60
https://www.cve.org/CVERecord?id=CVE-2023-6875
https://nvd.nist.gov/vuln/detail/CVE-2023-6875
http://cve.report/qid/731078
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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