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CVE CVE-2023-6918

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-12-19 00:15:00 UTC

Updated 2024-01-04 20:21:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-252

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libssh Libssh All All All All

Application Libssh Libssh - All All All

Application Libssh2 Libssh2 - All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

Reference Source Link Tags
www.libssh.org/security/advisories/CVE-2023-6918.txt www.libssh.org Vendor Advis
lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/messag... lists.fedoraproject.org  Mailing List, \
RHBZ#2254997 bugzilla.redhat.com Issue Trackin
access.redhat.com/security/cve/CVE-2023-6918 access.redhat.com Mailing List, \
www.libssh.org/2023/12/18/libssh-0-10-6-and-libssh-0-9-8-security-releases www.libssh.org Release Note
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an
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https://cve.report/
https://cve.report/CVE-2023-6918/mitre
https://cve.report/CVE-2023-6918/nist
https://cve.report/CVE-2023-6918/cve_org
https://cve.report/CVE-2023-6918.pdf
http://cve.report/vendor/libssh
http://cve.report/software/libssh/libssh
http://cve.report/vendor/libssh
http://cve.report/software/libssh/libssh
http://cve.report/vendor/libssh2
http://cve.report/software/libssh2/libssh2
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://www.libssh.org/security/advisories/CVE-2023-6918.txt
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MKQRBF3DWMWPH36LBCOBUTSIZRTPEZXB/
https://bugzilla.redhat.com/show_bug.cgi?id=2254997
https://access.redhat.com/security/cve/CVE-2023-6918
https://www.libssh.org/2023/12/18/libssh-0-10-6-and-libssh-0-9-8-security-releases/
https://www.cve.org/CVERecord?id=CVE-2023-6918
https://nvd.nist.gov/vuln/detail/CVE-2023-6918

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

200060 Ubuntu Security Notification for libssh Vulnerabilities (USN-6592-1)
200095 Ubuntu Security Notification for libssh Vulnerabilities (USN-6592-2)
285088 Fedora Security Update for libssh (FEDORA-2023-0733306be9)

506112 Alpine Linux Security Update for libssh

6000408 Debian Security Update for libssh (DSA 5591-1)

673335 EulerOS Security Update for libssh (EulerOS-SA-2024-1316)

673381 EulerOS Security Update for libssh (EulerOS-SA-2024-1338)

673472 EulerOS Security Update for libssh (EulerOS-SA-2024-1197)

673750 EulerOS Security Update for libssh (EulerOS-SA-2024-1216)

673785 EulerOS Security Update for libssh (EulerOS-SA-2024-1177)

674082 EulerOS Security Update for libssh (EulerOS-SA-2024-1238)

755620 SUSE Enterprise Linux Security Update for libssh (SUSE-SU-2024:0140-1)
755778 SUSE Enterprise Linux Security Update for libssh (SUSE-SU-2024:0525-1)
755806 SUSE Enterprise Linux Security Update for libssh (SUSE-SU-2024:0539-1)

907721 Common Base Linux Mariner (CBL-Mariner) Security Update for libssh (32199-1)
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