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CVE CVE-2023-7027
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-03 05:15:11 UTC
Updated 2026-04-08 18:18:47 UTC
Description The POST SMTP Mailer — Email log, Delivery Failure Notifications and Best Mail SMTP for WordPress plugin for WordPres
q | ol

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
3.1 security@wordfence.com Secondary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N
3.1 CNA DECLARED 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2023-7027/mitre
https://cve.report/CVE-2023-7027/nist
https://cve.report/CVE-2023-7027/cve_org
https://cve.report/api/cve/CVE-2023-7027.json
https://cve.report/CVE-2023-7027.pdf
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CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Whpexperts Post Smtp All All All All

Vendor Declared Affected Products

Source Vendor Product Ver

CNA Saadigbal Post SMTP Complete Email Deliverability And SMTP Solution With Email Logs Alerts Backup SMTP Mobile App  affe

< B
Reference Source

plugins.trac.wordpress.org/browser/post-smtp/trunk/Postman/Mobile/mobile.php af854a3a-2127-422b-91ae-364da266110:
plugins.trac.wordpress.org/browser/post-smtp/trunk/Postman/Mobile/includes/rest-api/v1/r... af854a3a-2127-422b-91ae-364da266110:
www.wordfence.com/threat-intel/vulnerabilities/id/7e8911a3-ce0f-420c-bf2a-1¢c292... af854a3a-2127-422b-91ae-364da266110:
plugins.trac.wordpress.org/changeset af854a3a-2127-422b-91ae-364da266110:

WordPress POST SMTP Mailer 2.8.7 Authorization Bypass / Cross Site Scripting = Packet Storm  af854a3a-2127-422b-91ae-364da266110:
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4] |

Vendor Comments And Credit

Discovery Credit
CNA: Sean Murphy (en)

Additional Advisory Data

Source Time Event

CNA 2024-01-02T00:00:00.000Z Disclosed

Legacy QID Mappings


http://cve.report/vendor/wpexperts
http://cve.report/software/wpexperts/post_smtp
http://cve.report/vendor/saadiqbal
http://cve.report/software/saadiqbal/Post_SMTP__Complete_Email_Deliverability_and_SMTP_Solution_with_Email_Logs_Alerts_Backup_SMTP__Mobile_App
https://plugins.trac.wordpress.org/browser/post-smtp/trunk/Postman/Mobile/mobile.php#L219
https://plugins.trac.wordpress.org/browser/post-smtp/trunk/Postman/Mobile/includes/rest-api/v1/rest-api.php#L79
https://www.wordfence.com/threat-intel/vulnerabilities/id/7e8911a3-ce0f-420c-bf2a-1c2929d01cef?source=cve
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&new=3016126%2540post-smtp%252Ftrunk&old=3012318%2540post-smtp%252Ftrunk&sfp_email=&sfph_mail=
http://packetstormsecurity.com/files/176525/WordPress-POST-SMTP-Mailer-2.8.7-Authorization-Bypass-Cross-Site-Scripting.html
https://www.cve.org/CVERecord?id=CVE-2023-7027
https://nvd.nist.gov/vuln/detail/CVE-2023-7027

731078 WordPress Plugin POST Simple Mail Transfer Protocol (SMTP) Authorization Bypass Vulnerability
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