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CVE CVE-2024-0391
State PUBLISHED
Assigner WS02

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-11 10:16:11 UTC
Updated 2026-05-11 10:16:11 UTC
Description The check user account lock states feature within the email OTP flow fails to validate user input, allowing an attacker to infe
1 | 0|

Risk And Classification |

Primary CVSS: v3.1 5.3 MEDIUM from ed10eef1-636d-4fbe-9993-6890dfa878f8
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.000230000 probability, percentile 0.066000000 (date 2026-05-12)
Problem Types: CWE-204 | CWE-204 CWE-204 Observable response discrepancy

Version Source Type Score Severity Vector
3.1 ed10eef1-636d-4fbe-9993-6890dfa878f8  Secondary 5.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
3.1 CNA CVSS 5.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
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ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

« [l
Source Vendor  Product Version Platforms
CNA WSO2 WSO2 Identity Server unknown 5.10.0 custom Not specified
CNA WSO2 WSO2 Identity Server affected 5.10.0 5.10.0.379 custom Not specified
CNA WS02 WSO2 Identity Server affected 5.11.0 5.11.0.426 custom Not specified
CNA WSO2 WSO2 Identity Server affected 5.11.0 5.11.0.431 custom Not specified
CNA WS02 WSO2 Identity Server affected 6.0.0 6.0.0.253 custom Not specified
CNA WSO2 WSO2 Identity Server affected 6.1.0 6.1.0.254 custom Not specified
CNA WS02 WSO2 Identity Server affected 7.0.0 7.0.0.131 custom Not specified
CNA WSO2 WSO2 Open Banking IAM unknown 2.0.0 custom Not specified
CNA WS02 WSO2 Open Banking IAM affected 2.0.0 2.0.0.318 custom Not specified
CNA WSO2 WSO2 Identity Server As Key Manager unknown 5.10.0 custom Not specified
CNA WS02 WSO2 Identity Server As Key Manager affected 5.10.0 5.10.0.267 custom Not specified
CNA WSO2 Email OTP Authenticator affected 1.0.18 1.0.18.7 custom Not specified
CNA WSO2 Email OTP Authenticator unaffected 1.0.24 * custom Not specified
CNA WSO2 WSO2 Carbon Authenticator Library For EmailOTP affected 4.1.0 4.1.0.8 custom Not specified
CNA WS02 WSO2 Carbon Authenticator Library For EmailOTP affected 4.1.4 4.1.4.9 custom Not specified
CNA WSO2 WSO2 Carbon Authenticator Library For EmailOTP unaffected 4.1.22 * custom Not specified
CNA WSO2 WSO2 Carbon Authenticator Library For EmailOTP affected 3.0.5 3.0.5.8 custom Not specified
CNA WSO2 WSO2 Carbon Authenticator Library For EmailOTP affected 3.0.24 3.0.24.6 custom Not specified
CNA WSO2 WSO2 Carbon Authenticator Library For EmailOTP affected 3.0.26 3.0.26.16 custom Not specified
Reference Source Link

security.docs.wso2.com/en/latest/security-announcements/security-advisories/2026/WSO... ed10eef1-636d-4fbe-9993-6890dfa878f8 sect
CVE Program record CVE.ORG Wwv

NVD vulnerability detail NVD nvd.

4] i

No vendor comments have been submitted for this CVE.
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Additional Advisory Data

Solutions

CNA: Follow the instructions given on https://security.docs.wso2.com/en/latest/security-
announcements/security-advisories/2026/WS02-2024-3115/#solution

There are currently no legacy QID mappings associated with this CVE.
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