rbit Fox by Themelsle <= 2.10.27 -

Authenticated(Contributor+) Stored Cross-site Scripting
via Pricing Table Elementor Wi

MITRE NVD CVE.ORG JSON API Print: PDF ¥4

CVE CVE-2024-0508
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-02-05 22:16:02 UTC
Updated 2026-04-08 19:19:10 UTC
Description The Orbit Fox by Themelsle plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the plugin's Pricing Table
i | |

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N
EPSS: 0.001860000 probability, percentile 0.402990000 (date 2026-04-22)

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
3.1 security@wordfence.com Secondary 6.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/AN
3.1 CNA DECLARED 6.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2024-0508/mitre
https://cve.report/CVE-2024-0508/nist
https://cve.report/CVE-2024-0508/cve_org
https://cve.report/api/cve/CVE-2024-0508.json
https://cve.report/CVE-2024-0508.pdf
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CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Themeisle Orbit Fox All All All All

Vendor Declared Affected Products

Source Vendor Product Version Pl

CNA Themeisle Orbit Fox Duplicate Page Menu Icons SVG Support Cookie Notice Custom Fonts More  affected 2.10.27 semver N

Kl ]
Reference Source
www.wordfence.com/threat-intel/vulnerabilities/id/ecc5al17e-c716-48bd-9b4d-49d87... af854a3a-2127-422b-91ae-364da2661108
www.vicarius.io/vsociety/posts/critical-vulnerability-in-wordpress-orbit-fox-... af854a3a-2127-422b-91ae-364da2661108
403 Forbidden af854a3a-2127-422b-91ae-364da2661108

plugins.trac.wordpress.org/browser/themeisle-companion/trunk/vendor/codeinwp/elementor-e... af854a3a-2127-422b-91ae-364da2661108

plugins.trac.wordpress.org/changeset/3021959 af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] [

Vendor Comments And Credit

Discovery Credit

CNA: Craig Smith (en)

Additional Advisory Data

Source Time Event

CNA 2024-01-15T00:00:00.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/themeisle
http://cve.report/software/themeisle/orbit_fox
http://cve.report/vendor/themeisle
http://cve.report/software/themeisle/Orbit_Fox_Duplicate_Page_Menu_Icons_SVG_Support_Cookie_Notice_Custom_Fonts__More
https://www.wordfence.com/threat-intel/vulnerabilities/id/ecc5a17e-c716-48bd-9b4d-49d870ae6bf3?source=cve
https://www.vicarius.io/vsociety/posts/critical-vulnerability-in-wordpress-orbit-fox-plugin
https://plugins.trac.wordpress.org/browser/themeisle-companion/trunk/vendor/codeinwp/elementor-extra-widgets/widgets/elementor/pricing-table.php#L1010
https://plugins.trac.wordpress.org/browser/themeisle-companion/trunk/vendor/codeinwp/elementor-extra-widgets/widgets/elementor/pricing-table.php#L1019
https://plugins.trac.wordpress.org/changeset/3021959/
https://www.cve.org/CVERecord?id=CVE-2024-0508
https://nvd.nist.gov/vuln/detail/CVE-2024-0508
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