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Summary

CVE CVE-2024-0553

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-16 12:15:00 UTC

Updated 2024-03-25 18:15:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 39 All All All

Application Gnu Gnutls All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All

References

Reference Source Link Tags

Red Hat access.redhat.com

[gnutls-help] gnutls 3.8.3 lists.gnupg.org Mailing List

Red Hat access.redhat.com

cve-details access.redhat.com Third Party Advisory

lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/messag... lists.fedoraproject.org

RHSA-2024:1108 access.redhat.com

[SECURITY] Fedora 39 Update: gnutls-3.8.3-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

oss-security - GnuTLS 3.8.3 released, fixes CVE-2024-0553 & CVE-2024-0567 www.openwall.com Mailing List, Third Party Advisory

lists.debian.org/debian-lts-announce/2024/02/msg00010.html lists.debian.org

RHSA-2024:0796 access.redhat.com

GnuTLS has incomplete fix for CVE-2023-5981 (#1522) · Issues · gnutls / GnuTLS · GitLab gitlab.com Exploit, Issue Tracking, Vendor Advisory

https://cve.report/
https://cve.report/CVE-2024-0553/mitre
https://cve.report/CVE-2024-0553/nist
https://cve.report/CVE-2024-0553/cve_org
https://cve.report/CVE-2024-0553.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gnutls
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://access.redhat.com/errata/RHSA-2024:0533
https://lists.gnupg.org/pipermail/gnutls-help/2024-January/004841.html
https://access.redhat.com/errata/RHSA-2024:0627
https://access.redhat.com/security/cve/CVE-2024-0553
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7ZEIOLORQ7N6WRPFXZSYDL2MC4LP7VFV/
https://access.redhat.com/errata/RHSA-2024:1108
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GNXKVR5YNUEBNHAHM5GSYKBZX4W2HMN2/
http://www.openwall.com/lists/oss-security/2024/01/19/3
https://lists.debian.org/debian-lts-announce/2024/02/msg00010.html
https://access.redhat.com/errata/RHSA-2024:0796


GnuTLS has incomplete fix for CVE-2023-5981 (#1522) · Issues · gnutls / GnuTLS · GitLab gitlab.com Exploit, Issue Tracking, Vendor Advisory

January 2024 GnuTLS Vulnerabilities in NetApp Products | NetApp Product Security security.netapp.com

2258412 – (CVE-2024-0553) CVE-2024-0553 gnutls: incomplete fix for CVE-2023-5981 bugzilla.redhat.com Issue Tracking, Third Party Advisory

RHSA-2024:1082 access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161333 Oracle Enterprise Linux Security Update for gnutls (ELSA-2024-0627)

161336 Oracle Enterprise Linux Security Update for gnutls (ELSA-2024-0533)

161337 Oracle Enterprise Linux Security Update for gnutls (ELSA-2024-12135)

200059 Ubuntu Security Notification for GnuTLS Vulnerabilities (USN-6593-1)

242766 Red Hat Update for libssh (RHSA-2024:0538)

242768 Red Hat Update for gnutls (RHSA-2024:0533)

242813 Red Hat Update for gnutls (RHSA-2024:0627)

242921 Red Hat Update for gnutls (RHSA-2024:0796)

243014 Red Hat Update for gnutls (RHSA-2024:1082)

243040 Red Hat Update for gnutls (RHSA-2024:1108)

284905 Fedora Security Update for gnutls (FEDORA-2024-c43a6cc3f8)

285017 Fedora Security Update for gnutls (FEDORA-2024-80428c408c)

357304 Amazon Linux Security Advisory for gnutls : ALAS2023-2024-548

510684 Alpine Linux Security Update for gnutls

6000492 Debian Security Update for gnutls28 (DLA 3740-1)

673536 EulerOS Security Update for gnutls (EulerOS-SA-2024-1312)

673852 EulerOS Security Update for gnutls (EulerOS-SA-2024-1213)

673958 EulerOS Security Update for gnutls (EulerOS-SA-2024-1235)

674090 EulerOS Security Update for gnutls (EulerOS-SA-2024-1334)

674138 EulerOS Security Update for gnutls (EulerOS-SA-2024-1507)

674140 EulerOS Security Update for gnutls (EulerOS-SA-2024-1486)

https://gitlab.com/gnutls/gnutls/-/issues/1522
https://security.netapp.com/advisory/ntap-20240202-0011/
https://bugzilla.redhat.com/show_bug.cgi?id=2258412
https://access.redhat.com/errata/RHSA-2024:1082
https://www.cve.org/CVERecord?id=CVE-2024-0553
https://nvd.nist.gov/vuln/detail/CVE-2024-0553
http://cve.report/qid/161333
http://cve.report/qid/161336
http://cve.report/qid/161337
http://cve.report/qid/200059
http://cve.report/qid/242766
http://cve.report/qid/242768
http://cve.report/qid/242813
http://cve.report/qid/242921
http://cve.report/qid/243014
http://cve.report/qid/243040
http://cve.report/qid/284905
http://cve.report/qid/285017
http://cve.report/qid/357304
http://cve.report/qid/510684
http://cve.report/qid/6000492
http://cve.report/qid/673536
http://cve.report/qid/673852
http://cve.report/qid/673958
http://cve.report/qid/674090
http://cve.report/qid/674138
http://cve.report/qid/674140
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755964 SUSE Enterprise Linux Security Update for gnutls (SUSE-SU-2024:0860-1)

941558 AlmaLinux Security Update for gnutls (ALSA-2024:0533)

941562 AlmaLinux Security Update for gnutls (ALSA-2024:0627)

961116 Rocky Linux Security Update for gnutls (RLSA-2024:0627)

http://cve.report/qid/755964
http://cve.report/qid/941558
http://cve.report/qid/941562
http://cve.report/qid/961116
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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