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CVE CVE-2024-0567

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback
Published 2024-01-16 14:15:00 UTC

Updated 2024-02-02 14:15:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Gnutls All All All All

References

Reference

Red Hat

[gnutls-help] gnutls 3.8.3

[SECURITY] Fedora 39 Update: gnutls-3.8.3-1.fc39 - package-announce - Fedora Mailing-Lists

oss-security - GnuTLS 3.8.3 released, fixes CVE-2024-0553 & CVE-2024-0567

January 2024 GnuTLS Vulnerabilities in NetApp Products | NetApp Product Security

cockpit-certificate-ensure: ../../../lib/x509/common.c:1756: _gnutls_sort_clist: Assertion "k == clist_size' failed. (#1521) - Issues - gnutls / GnuTl
cve-details

2258544 — (CVE-2024-0567) CVE-2024-0567 gnutls: rejects certificate chain with distributed trust

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2024-0567/mitre
https://cve.report/CVE-2024-0567/nist
https://cve.report/CVE-2024-0567/cve_org
https://cve.report/CVE-2024-0567.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/gnutls
https://access.redhat.com/errata/RHSA-2024:0533
https://lists.gnupg.org/pipermail/gnutls-help/2024-January/004841.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GNXKVR5YNUEBNHAHM5GSYKBZX4W2HMN2/
http://www.openwall.com/lists/oss-security/2024/01/19/3
https://security.netapp.com/advisory/ntap-20240202-0011/
https://gitlab.com/gnutls/gnutls/-/issues/1521
https://access.redhat.com/security/cve/CVE-2024-0567
https://bugzilla.redhat.com/show_bug.cgi?id=2258544
https://www.cve.org/CVERecord?id=CVE-2024-0567
https://nvd.nist.gov/vuln/detail/CVE-2024-0567

_

161336 Oracle Enterprise Linux Security Update for gnutls (ELSA-2024-0533)

200059 Ubuntu Security Notification for GnuTLS Vulnerabilities (USN-6593-1)

242768 Red Hat Update for gnutls (RHSA-2024:0533)

243014 Red Hat Update for gnutls (RHSA-2024:1082)

284905 Fedora Security Update for gnutls (FEDORA-2024-c43a6cc3f8)

285017 Fedora Security Update for gnutls (FEDORA-2024-80428c408c)

357250 Amazon Linux Security Advisory for gnutls : ALAS2023-2024-521

510684 Alpine Linux Security Update for gnutls

673852 EulerOS Security Update for gnutls (EulerOS-SA-2024-1213)

673958 EulerOS Security Update for gnutls (EulerOS-SA-2024-1235)

755847 SUSE Enterprise Linux Security Update for gnutls (SUSE-SU-2024:0638-1)
908027 Common Base Linux Mariner (CBL-Mariner) Security Update for gnutls (33340)
908067 Common Base Linux Mariner (CBL-Mariner) Security Update for gnutls (33340-1)

941558 AlmaLinux Security Update for gnutls (ALSA-2024:0533)
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