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Summary

CVE CVE-2024-0727

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-26 09:15:00 UTC

Updated 2024-02-02 15:53:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openssl Openssl All All All All

Application Openssl Openssl 3.2.0 - All All

References

Reference Source Link Tags

Add NULL checks where ContentInfo data can be NULL · openssl/openssl@d135eea · GitHub github.com

Sign in to your account · GitHub github.openssl.org

OpenSSL Advisory www.openssl.org

Sign in to your account · GitHub github.openssl.org

Add NULL checks where ContentInfo data can be NULL · openssl/openssl@09df439 · GitHub github.com

Add NULL checks where ContentInfo data can be NULL · openssl/openssl@775acfd · GitHub github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2024-0727/mitre
https://cve.report/CVE-2024-0727/nist
https://cve.report/CVE-2024-0727/cve_org
https://cve.report/CVE-2024-0727.pdf
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
http://cve.report/vendor/openssl
http://cve.report/software/openssl/openssl
https://github.com/openssl/openssl/commit/d135eeab8a5dbf72b3da5240bab9ddb7678dbd2c
https://github.openssl.org/openssl/extended-releases/commit/aebaa5883e31122b404e450732dc833dc9dee539
https://www.openssl.org/news/secadv/20240125.txt
https://github.openssl.org/openssl/extended-releases/commit/03b3941d60c4bce58fab69a0c22377ab439bc0e8
https://github.com/openssl/openssl/commit/09df4395b5071217b76dc7d3d2e630eb8c5a79c2
https://github.com/openssl/openssl/commit/775acfdbd0c6af9ac855f34969cdab0c0c90844a
https://www.cve.org/CVERecord?id=CVE-2024-0727
https://nvd.nist.gov/vuln/detail/CVE-2024-0727


200094 Ubuntu Security Notification for Open Secure Sockets Layer (OpenSSL) Vulnerabilities (USN-6622-1)

200107 Ubuntu Security Notification for Open Secure Sockets Layer (OpenSSL) Vulnerabilities (USN-6632-1)

200215 Ubuntu Security Notification for Open Secure Sockets Layer (OpenSSL) Vulnerabilities (USN-6709-1)

357238 Amazon Linux Security Advisory for Open Secure Sockets Layer (OpenSSL) : ALAS2023-2024-520

357266 Amazon Linux Security Advisory for openssl11 : ALAS2-2024-2478

357271 Amazon Linux Security Advisory for Open Secure Sockets Layer (OpenSSL) : ALAS2-2024-2479

357282 Amazon Linux Security Advisory for edk2 : ALAS2-2024-2483

357310 Amazon Linux Security Advisory for openssl-snapsafe : ALAS2OPENSSL-SNAPSAFE-2024-005

357333 Amazon Linux Security Advisory for edk2 : ALAS2-2024-2502

379545 Splunk Enterprise Third Party Package Updates for March 2024 (SVD-2024-0303)

379546 Splunk Universal Forwarder Third Party Package Updates for March 2024 (SVD-2024-0304)

38920 Open Secure Sockets Layer (OpenSSL) Denial of Service Vulnerability

510693 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

510696 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

520014 Open Secure Sockets Layer (OpenSSL) NULL Pointer Dereference Vulnerability (CVE-2024-0727)

673832 EulerOS Security Update for Open Secure Sockets Layer (OpenSSL) (EulerOS-SA-2024-1242)

674021 EulerOS Security Update for Open Secure Sockets Layer (OpenSSL) (EulerOS-SA-2024-1220)

674137 EulerOS Security Update for Open Secure Sockets Layer (OpenSSL) (EulerOS-SA-2024-1512)

674152 EulerOS Security Update for Open Secure Sockets Layer (OpenSSL) (EulerOS-SA-2024-1491)

691408 Free Berkeley Software Distribution (FreeBSD) Security Update for Open Secure Sockets Layer (OpenSSL) (10dee731-c069-
11ee-9190-84a93843eb75)

755771 SUSE Enterprise Linux Security Update for openssl-3 (SUSE-SU-2024:0518-1)

755801 SUSE Enterprise Linux Security Update for Open Secure Sockets Layer (OpenSSL)-1_1 (SUSE-SU-2024:0549-1)

755948 SUSE Enterprise Linux Security Update for Open Secure Sockets Layer (OpenSSL)-3 (SUSE-SU-2024:0815-1)

755949 SUSE Enterprise Linux Security Update for Open Secure Sockets Layer (OpenSSL)-1_0_0 (SUSE-SU-2024:0814-1)

755950 SUSE Enterprise Linux Security Update for Open Secure Sockets Layer (OpenSSL)-1_1 (SUSE-SU-2024:0813-1)

755953 SUSE Enterprise Linux Security Update for openssl-1_0_0 (SUSE-SU-2024:0831-1)

755954 SUSE Enterprise Linux Security Update for openssl-1_1 (SUSE-SU-2024:0833-1)

755956 SUSE Enterprise Linux Security Update for openssl-1_1 (SUSE-SU-2024:0832-1)

http://cve.report/qid/200094
http://cve.report/qid/200107
http://cve.report/qid/200215
http://cve.report/qid/357238
http://cve.report/qid/357266
http://cve.report/qid/357271
http://cve.report/qid/357282
http://cve.report/qid/357310
http://cve.report/qid/357333
http://cve.report/qid/379545
http://cve.report/qid/379546
http://cve.report/qid/38920
http://cve.report/qid/510693
http://cve.report/qid/510696
http://cve.report/qid/520014
http://cve.report/qid/673832
http://cve.report/qid/674021
http://cve.report/qid/674137
http://cve.report/qid/674152
http://cve.report/qid/691408
http://cve.report/qid/755771
http://cve.report/qid/755801
http://cve.report/qid/755948
http://cve.report/qid/755949
http://cve.report/qid/755950
http://cve.report/qid/755953
http://cve.report/qid/755954
http://cve.report/qid/755956
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755958 SUSE Enterprise Linux Security Update for compat-openssl098 (SUSE-SU-2024:0840-1)

907968 Common Base Linux Mariner (CBL-Mariner) Security Update for Open Secure Sockets Layer (OpenSSL) (33937-1)

907987 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (33935-1)

997266 Python (Pip) Security Update for cryptography (GHSA-9v9h-cgj8-h64p)

http://cve.report/qid/755958
http://cve.report/qid/907968
http://cve.report/qid/907987
http://cve.report/qid/997266
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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