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Summary

CVE CVE-2024-10492

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-11-25 08:15:08 UTC

Updated 2026-05-06 19:16:34 UTC

Description A vulnerability was found in Keycloak. A user with high privileges could read sensitive information from a Vault file that is not within the expected context. This attacker must have previous high access to the Keycloak server in order to perform resource creation, for example, an LDAP provider configuration and set up a Vault read file, which will only inform whether that file exists or not.

Risk And Classification

Primary CVSS: v3.0 2.7 LOW from secalert@redhat.com

CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-73 | CWE-73 External Control of File Name or Path

Version Source Type Score Severity Vector

3.0 secalert@redhat.com Secondary 2.7 LOW CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N

3.0 CNA CVSS 2.7 LOW CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2024-10492/mitre
https://cve.report/CVE-2024-10492/nist
https://cve.report/CVE-2024-10492/cve_org
https://cve.report/api/cve/CVE-2024-10492.json
https://cve.report/CVE-2024-10492.pdf


CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Red Hat Red Hat Build Of Keycloak 24 unaffected 24.0.9-1 * rpm Not specified

CNA Red Hat Red Hat Build Of Keycloak 24 unaffected 24-18 * rpm Not specified

CNA Red Hat Red Hat Build Of Keycloak 24 unaffected 24-18 * rpm Not specified

CNA Red Hat Red Hat Build Of Keycloak 24.0.9 Not specified Not specified

CNA Red Hat Red Hat Build Of Keycloak 26.0 unaffected 26.0.6-2 * rpm Not specified

CNA Red Hat Red Hat Build Of Keycloak 26.0 unaffected 26.0-5 * rpm Not specified

CNA Red Hat Red Hat Build Of Keycloak 26.0 unaffected 26.0-6 * rpm Not specified

CNA Red Hat Red Hat Build Of Keycloak 26.0.6 Not specified Not specified

CNA Red Hat Red Hat JBoss Enterprise Application Platform 8 Not specified Not specified

CNA Red Hat Red Hat JBoss Enterprise Application Platform Expansion Pack Not specified Not specified

CNA Red Hat Red Hat Single Sign-On 7 Not specified Not specified

References

Reference Source Link Tags

access.redhat.com/security/cve/CVE-2024-10492 secalert@redhat.com access.redhat.com

github.com/keycloak/keycloak/pull/35223 secalert@redhat.com github.com

access.redhat.com/errata/RHSA-2024:10178 secalert@redhat.com access.redhat.com

access.redhat.com/errata/RHSA-2024:10175 secalert@redhat.com access.redhat.com

bugzilla.redhat.com/show_bug.cgi secalert@redhat.com bugzilla.redhat.com

github.com/keycloak/keycloak/issues/35215 secalert@redhat.com github.com

access.redhat.com/errata/RHSA-2024:10176 secalert@redhat.com access.redhat.com

access.redhat.com/errata/RHSA-2024:10177 secalert@redhat.com access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Red Hat would like to thank Brahim Raddahi (is4u.be) for reporting this issue. (en)

Additional Advisory Data

Source Time Event

None

http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_24
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_24
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_24
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_24.0.9
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_26.0
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_26.0
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_26.0
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_build_of_Keycloak_26.0.6
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_JBoss_Enterprise_Application_Platform_8
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_JBoss_Enterprise_Application_Platform_Expansion_Pack
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Single_Sign-On_7
https://access.redhat.com/security/cve/CVE-2024-10492
https://github.com/keycloak/keycloak/pull/35223
https://access.redhat.com/errata/RHSA-2024:10178
https://access.redhat.com/errata/RHSA-2024:10175
https://bugzilla.redhat.com/show_bug.cgi?id=2322447
https://github.com/keycloak/keycloak/issues/35215
https://access.redhat.com/errata/RHSA-2024:10176
https://access.redhat.com/errata/RHSA-2024:10177
https://www.cve.org/CVERecord?id=CVE-2024-10492
https://nvd.nist.gov/vuln/detail/CVE-2024-10492


Source Time Event

CNA 2024-10-29T00:00:00.000Z Reported to Red Hat.

CNA 2024-11-21T16:56:00.000Z Made public.

There are currently no legacy QID mappings associated with this CVE.
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