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CVE CVE-2024-1212
State PUBLISHED
Assigner Unknown

Source Priority Enrichment-only fallback

Published 2024-11-18 00:00:00 UTC
Updated 2026-04-20 19:33:46 UTC
Description Progress Kemp LoadMaster contains an OS command injection vulnerability that allows an unauthenticated, remote attacke
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Risk And Classification

EPSS: 0.942980000 probability, percentile 0.999450000 (date 2026-04-20)
CISA KEV: Listed on 2024-11-18; due 2024-12-09; ransomware use Unknown

CISA Known Exploited Vulnerability

Vendor Progress

Product Kemp LoadMaster

Name Progress Kemp LoadMaster OS Command Injection Vulnerability

Required Action Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.
Notes https://community.progress.com/s/article/Release-Notice-LMOS-7-2-59-2-7-2-54-8-7-2-48-10-CVE-2024-

1212 ; https://nvd.nist.gov/vuln/detail/ CVE-2024-1212

There are no known software configurations currently associated with this CVE in NVD or the CVE Program record.

References

Reference Source Link Tags

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov kev

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

731285 Progress Kemp LoadMaster Unauthenticated Command Injection Vulnerability
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