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CVE CVE-2024-13818
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-02-21 04:15:09 UTC
Updated 2026-04-08 18:20:18 UTC
Description The Registration Forms — User Registration Forms, Invitation-Based Registrations, Front-end User Profile, Login Form & Ct
1 | |

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
EPSS: 0.000770000 probability, percentile 0.231100000 (date 2026-04-22)

Problem Types: CWE-532 | CWE-532 CWE-532 Insertion of Sensitive Information into Log
File

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
3.1 security@wordfence.com Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2024-13818/mitre
https://cve.report/CVE-2024-13818/nist
https://cve.report/CVE-2024-13818/cve_org
https://cve.report/api/cve/CVE-2024-13818.json
https://cve.report/CVE-2024-13818.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Genetechsolutions Pie Register All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Genetechproducts Pie Register User Registration Profiles Content Restriction affected 3.8.4 semver Not specified
Reference Source Link
plugins.trac.wordpress.org/browser/pie-register/trunk/classes/base_variables.php security@wordfence.com plugins.trac.wordpress.or
plugins.trac.wordpress.org/changeset security@wordfence.com  plugins.trac.wordpress.or

www.wordfence.com/threat-intel/vulnerabilities/id/768730c1-a70e-432d-a234-4ce2b...  security@wordfence.com www.wordfence.com
CVE Program record CVE.ORG WwWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/

Vendor Comments And Credit

Discovery Credit

CNA: wesley (en)

Additional Advisory Data

Source Time Event

CNA 2025-02-20T15:01:12.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/genetechsolutions
http://cve.report/software/genetechsolutions/pie_register
http://cve.report/vendor/genetechproducts
http://cve.report/software/genetechproducts/Pie_Register__User_Registration_Profiles__Content_Restriction
https://plugins.trac.wordpress.org/browser/pie-register/trunk/classes/base_variables.php#L68
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&new=3255985%2540pie-register%252Ftrunk&old=3246810%2540pie-register%252Ftrunk&sfp_email=&sfph_mail=
https://www.wordfence.com/threat-intel/vulnerabilities/id/768730c1-a70e-432d-a234-4ce2b8aec424?source=cve
https://www.cve.org/CVERecord?id=CVE-2024-13818
https://nvd.nist.gov/vuln/detail/CVE-2024-13818
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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