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CVE CVE-2024-1986
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-03-07 21:15:08 UTC
Updated 2026-04-08 19:20:56 UTC
Description The Booster Elite for WooCommerce plugin for WordPress is vulnerable to arbitrary file uploads due to missing file type vali
1 | |

Risk And Classification |

Primary CVSS: v3.1 8.8 HIGH from security@wordfence.com
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.105100000 probability, percentile 0.932540000 (date 2026-04-12)

Problem Types: CWE-434 | CWE-434 CWE-434 Unrestricted Upload of File with Dangerous
Type

Version  Source Type Score  Severity  Vector
3.1 security@wordfence.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/l:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
>rivileges Required
Jser Interaction
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Sonfidentiality


https://cve.report/
https://cve.report/CVE-2024-1986/mitre
https://cve.report/CVE-2024-1986/nist
https://cve.report/CVE-2024-1986/cve_org
https://cve.report/api/cve/CVE-2024-1986.json
https://cve.report/CVE-2024-1986.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

/ [l

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Booster Booster For Woocommerce All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Pluggabl Booster Elite For WooCommerce affected 7.1.7 semver Not specified
ADP Pluggabl Booster Elite For Woocommerce affected 7.1.7 custom Not specified
Reference Source

plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-w... af854a3a-2127-422b-91ae-364da2661108
plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-w... af854a3a-2127-422b-91ae-364da2661108
plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-w... af854a3a-2127-422b-91ae-364da2661108

plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-w... af854a3a-2127-422b-91ae-364da2661108

booster.io af854a3a-2127-422b-91ae-364da2661108
www.wordfence.com/threat-intel/vulnerabilities/id/c9c2fb7f-a05b-4852-97eb-7befe... af854a3a-2127-422b-91ae-364da2661108
wordpress.org/plugins/woocommerce-jetpack af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Vendor Comments And Credit

Discovery Credit
CNA: Christiaan Swiers (en)

Additional Advisory Data

Source Time Event

CNA 2024-03-07T00:00:00.000Z Disclosed

Legacy QID Mappings


http://cve.report/vendor/booster
http://cve.report/software/booster/booster_for_woocommerce
http://cve.report/vendor/pluggabl
http://cve.report/software/pluggabl/Booster_Elite_for_WooCommerce
http://cve.report/vendor/pluggabl
http://cve.report/software/pluggabl/booster_elite_for_woocommerce
https://plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-wcj-products-add-form-shortcodes.php#L322
https://plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-wcj-products-add-form-shortcodes.php#L333
https://plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-wcj-products-add-form-shortcodes.php#L138
https://plugins.trac.wordpress.org/browser/woocommerce-jetpack/trunk/includes/shortcodes/class-wcj-products-add-form-shortcodes.php#L132
https://booster.io/
https://www.wordfence.com/threat-intel/vulnerabilities/id/c9c2fb7f-a05b-4852-97eb-7befe880d703?source=cve
https://wordpress.org/plugins/woocommerce-jetpack/
https://www.cve.org/CVERecord?id=CVE-2024-1986
https://nvd.nist.gov/vuln/detail/CVE-2024-1986
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http://cve.report/qid/731236
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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