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Summary

CVE CVE-2024-20251

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-17 17:15:00 UTC

Updated 2024-02-02 16:15:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Identity Services Engine 002.004\(000.914\) - All All

Application Cisco Identity Services Engine 002.006\(000.156\) - All All

Application Cisco Identity Services Engine 002.007\(000.356\) - All All

Application Cisco Identity Services Engine 003.000\(000.458\) - All All

Application Cisco Identity Services Engine 1.0 All All All

Application Cisco Identity Services Engine 1.0.4 All All All

Application Cisco Identity Services Engine 1.1 All All All

Application Cisco Identity Services Engine 1.1.1 All All All

Application Cisco Identity Services Engine 1.1.2 All All All

Application Cisco Identity Services Engine 1.1.3 All All All

Application Cisco Identity Services Engine 1.1.4 All All All

Application Cisco Identity Services Engine 1.2 All All All

Application Cisco Identity Services Engine 1.2.1 All All All

Application Cisco Identity Services Engine 1.2\(1.199\) All All All

Application Cisco Identity Services Engine 1.3 All All All

Application Cisco Identity Services Engine 1.3\(0.722\) All All All

Application Cisco Identity Services Engine 1.3\(0.876\) All All All
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Application Cisco Identity Services Engine 1.3\(0.876\) All All All

Application Cisco Identity Services Engine 1.3\(0.909\) All All All

Application Cisco Identity Services Engine 1.3\(106.146\) All All All

Application Cisco Identity Services Engine 1.3\(120.135\) All All All

Application Cisco Identity Services Engine 1.4 All All All

Application Cisco Identity Services Engine 1.4\(0.109\) All All All

Application Cisco Identity Services Engine 1.4\(0.181\) All All All

Application Cisco Identity Services Engine 1.4\(0.253\) All All All

Application Cisco Identity Services Engine 1.4\(0.908\) All All All

Application Cisco Identity Services Engine 2.0 All All All

Application Cisco Identity Services Engine 2.0.1 All All All

Application Cisco Identity Services Engine 2.0\(0.147\) All All All

Application Cisco Identity Services Engine 2.0\(0.169\) All All All

Application Cisco Identity Services Engine 2.0\(0.222\) All All All

Application Cisco Identity Services Engine 2.0\(0.234\) All All All

Application Cisco Identity Services Engine 2.0\(0.249\) All All All

Application Cisco Identity Services Engine 2.0\(0.306\) All All All

Application Cisco Identity Services Engine 2.0\(1.130\) All All All

Application Cisco Identity Services Engine 2.1 All All All

Application Cisco Identity Services Engine 2.1\(0.474\) All All All

Application Cisco Identity Services Engine 2.1\(0.476\) All All All

Application Cisco Identity Services Engine 2.1\(0.800\) All All All

Application Cisco Identity Services Engine 2.1\(0.904\) All All All

Application Cisco Identity Services Engine 2.1\(0.907\) All All All

Application Cisco Identity Services Engine 2.1\(102.101\) All All All

Application Cisco Identity Services Engine 2.1\(102.103\) All All All

Application Cisco Identity Services Engine 2.2 All All All

Application Cisco Identity Services Engine 2.2.0 - All All

Application Cisco Identity Services Engine 2.2.0 patch1 All All

Application Cisco Identity Services Engine 2.2.0 patch10 All All

Application Cisco Identity Services Engine 2.2.0 patch12 All All

Application Cisco Identity Services Engine 2.2.0 patch13 All All

Application Cisco Identity Services Engine 2.2.0 patch14 All All

Application Cisco Identity Services Engine 2.2.0 patch15 All All

Application Cisco Identity Services Engine 2.2.0 patch16 All All

Application Cisco Identity Services Engine 2.2.0 patch17 All All
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Application Cisco Identity Services Engine 2.2.0 patch2 All All

Application Cisco Identity Services Engine 2.2.0 patch3 All All

Application Cisco Identity Services Engine 2.2.0 patch4 All All

Application Cisco Identity Services Engine 2.2.0 patch5 All All

Application Cisco Identity Services Engine 2.2.0 patch6 All All

Application Cisco Identity Services Engine 2.2.0 patch7 All All

Application Cisco Identity Services Engine 2.2.0 patch8 All All

Application Cisco Identity Services Engine 2.2.0 patch9 All All

Application Cisco Identity Services Engine 2.2.0.470 - All All

Application Cisco Identity Services Engine 2.2.0.470 patch1 All All

Application Cisco Identity Services Engine 2.2.0.470 patch10 All All

Application Cisco Identity Services Engine 2.2.0.470 patch11 All All

Application Cisco Identity Services Engine 2.2.0.470 patch12 All All

Application Cisco Identity Services Engine 2.2.0.470 patch13 All All

Application Cisco Identity Services Engine 2.2.0.470 patch14 All All

Application Cisco Identity Services Engine 2.2.0.470 patch15 All All

Application Cisco Identity Services Engine 2.2.0.470 patch16 All All

Application Cisco Identity Services Engine 2.2.0.470 patch2 All All

Application Cisco Identity Services Engine 2.2.0.470 patch3 All All

Application Cisco Identity Services Engine 2.2.0.470 patch4 All All

Application Cisco Identity Services Engine 2.2.0.470 patch5 All All

Application Cisco Identity Services Engine 2.2.0.470 patch6 All All

Application Cisco Identity Services Engine 2.2.0.470 patch7 All All

Application Cisco Identity Services Engine 2.2.0.470 patch8 All All

Application Cisco Identity Services Engine 2.2.0.470 patch9 All All

Application Cisco Identity Services Engine 2.2\(0.283\) All All All

Application Cisco Identity Services Engine 2.2\(0.470\) All All All

Application Cisco Identity Services Engine 2.2\(0.471\) All All All

Application Cisco Identity Services Engine 2.2\(0.903\) All All All

Application Cisco Identity Services Engine 2.2\(0.909\) All All All

Application Cisco Identity Services Engine 2.2\(0.910\) All All All

Application Cisco Identity Services Engine 2.2\(1.145\) All All All

Application Cisco Identity Services Engine 2.3 All All All

Application Cisco Identity Services Engine 2.3.0 - All All

Application Cisco Identity Services Engine 2.3.0 patch1 All All

Application Cisco Identity Services Engine 2.3.0 patch2 All All
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Application Cisco Identity Services Engine 2.3.0 patch2 All All

Application Cisco Identity Services Engine 2.3.0 patch3 All All

Application Cisco Identity Services Engine 2.3.0 patch4 All All

Application Cisco Identity Services Engine 2.3.0 patch5 All All

Application Cisco Identity Services Engine 2.3.0 patch6 All All

Application Cisco Identity Services Engine 2.3.0 patch7 All All

Application Cisco Identity Services Engine 2.3.0.298 - All All

Application Cisco Identity Services Engine 2.3.0.298 patch1 All All

Application Cisco Identity Services Engine 2.3.0.298 patch2 All All

Application Cisco Identity Services Engine 2.3.0.298 patch3 All All

Application Cisco Identity Services Engine 2.3.0.298 patch4 All All

Application Cisco Identity Services Engine 2.3.0.298 patch5 All All

Application Cisco Identity Services Engine 2.3.0.298 patch6 All All

Application Cisco Identity Services Engine 2.3.0.298 patch7 All All

Application Cisco Identity Services Engine 2.3\(0.151\) All All All

Application Cisco Identity Services Engine 2.3\(0.298\) All All All

Application Cisco Identity Services Engine 2.3\(0.904\) All All All

Application Cisco Identity Services Engine 2.3\(0.905\) All All All

Application Cisco Identity Services Engine 2.4 All All All

Application Cisco Identity Services Engine 2.4.0 - All All

Application Cisco Identity Services Engine 2.4.0 patch1 All All

Application Cisco Identity Services Engine 2.4.0 patch10 All All

Application Cisco Identity Services Engine 2.4.0 patch11 All All

Application Cisco Identity Services Engine 2.4.0 patch12 All All

Application Cisco Identity Services Engine 2.4.0 patch13 All All

Application Cisco Identity Services Engine 2.4.0 patch14 All All

Application Cisco Identity Services Engine 2.4.0 patch2 All All

Application Cisco Identity Services Engine 2.4.0 patch3 All All

Application Cisco Identity Services Engine 2.4.0 patch4 All All

Application Cisco Identity Services Engine 2.4.0 patch5 All All

Application Cisco Identity Services Engine 2.4.0 patch6 All All

Application Cisco Identity Services Engine 2.4.0 patch7 All All

Application Cisco Identity Services Engine 2.4.0 patch8 All All

Application Cisco Identity Services Engine 2.4.0 patch9 All All

Application Cisco Identity Services Engine 2.4.0 patch_11 All All

Application Cisco Identity Services Engine 2.4.0.357 - All All
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Application Cisco Identity Services Engine 2.4.0.357 patch1 All All

Application Cisco Identity Services Engine 2.4.0.357 patch10 All All

Application Cisco Identity Services Engine 2.4.0.357 patch11 All All

Application Cisco Identity Services Engine 2.4.0.357 patch12 All All

Application Cisco Identity Services Engine 2.4.0.357 patch2 All All

Application Cisco Identity Services Engine 2.4.0.357 patch3 All All

Application Cisco Identity Services Engine 2.4.0.357 patch4 All All

Application Cisco Identity Services Engine 2.4.0.357 patch5 All All

Application Cisco Identity Services Engine 2.4.0.357 patch6 All All

Application Cisco Identity Services Engine 2.4.0.357 patch7 All All

Application Cisco Identity Services Engine 2.4.0.357 patch8 All All

Application Cisco Identity Services Engine 2.4.0.357 patch9 All All

Application Cisco Identity Services Engine 2.4\(0.192\) All All All

Application Cisco Identity Services Engine 2.4\(0.247\) All All All

Application Cisco Identity Services Engine 2.4\(0.357\) All All All

Application Cisco Identity Services Engine 2.4\(0.901.1\) All All All

Application Cisco Identity Services Engine 2.4\(0.901\) All All All

Application Cisco Identity Services Engine 2.4\(0.902\) All All All

Application Cisco Identity Services Engine 2.4\(0.903\) All All All

Application Cisco Identity Services Engine 2.4\(0.904\) All All All

Application Cisco Identity Services Engine 2.4\(100.159\) All All All

Application Cisco Identity Services Engine 2.5 All All All

Application Cisco Identity Services Engine 2.5\(0.1\) All All All

Application Cisco Identity Services Engine 2.5\(0.225\) All All All

Application Cisco Identity Services Engine 2.5\(0.353\) All All All

Application Cisco Identity Services Engine 2.6 All All All

Application Cisco Identity Services Engine 2.6.0 - All All

Application Cisco Identity Services Engine 2.6.0 patch1 All All

Application Cisco Identity Services Engine 2.6.0 patch10 All All

Application Cisco Identity Services Engine 2.6.0 patch11 All All

Application Cisco Identity Services Engine 2.6.0 patch12 All All

Application Cisco Identity Services Engine 2.6.0 patch2 All All

Application Cisco Identity Services Engine 2.6.0 patch3 All All

Application Cisco Identity Services Engine 2.6.0 patch4 All All

Application Cisco Identity Services Engine 2.6.0 patch5 All All
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Application Cisco Identity Services Engine 2.6.0 patch6 All All

Application Cisco Identity Services Engine 2.6.0 patch7 All All

Application Cisco Identity Services Engine 2.6.0 patch8 All All

Application Cisco Identity Services Engine 2.6.0 patch9 All All

Application Cisco Identity Services Engine 2.6.0.156 patch1 All All

Application Cisco Identity Services Engine 2.6.0.156 patch2 All All

Application Cisco Identity Services Engine 2.6.0.156 patch3 All All

Application Cisco Identity Services Engine 2.6.0.156 patch5 All All

Application Cisco Identity Services Engine 2.6.0.156 patch6 All All

Application Cisco Identity Services Engine 2.6.0.156 patch7 All All

Application Cisco Identity Services Engine 2.6\(0.156\) All All All

Application Cisco Identity Services Engine 2.6\(0.999\) - All All

Application Cisco Identity Services Engine 2.7 All All All

Application Cisco Identity Services Engine 2.7.0 - All All

Application Cisco Identity Services Engine 2.7.0 patch1 All All

Application Cisco Identity Services Engine 2.7.0 patch2 All All

Application Cisco Identity Services Engine 2.7.0 patch3 All All

Application Cisco Identity Services Engine 2.7.0 patch4 All All

Application Cisco Identity Services Engine 2.7.0 patch5 All All

Application Cisco Identity Services Engine 2.7.0 patch6 All All

Application Cisco Identity Services Engine 2.7.0 patch7 All All

Application Cisco Identity Services Engine 2.7.0 patch8 All All

Application Cisco Identity Services Engine 2.7.0 patch9 All All

Application Cisco Identity Services Engine 2.7.0.356 patch1 All All

Application Cisco Identity Services Engine 2.7\(0.207\) All All All

Application Cisco Identity Services Engine 2.7\(0.356\) All All All

Application Cisco Identity Services Engine 2.7\(0.356\) - All All

Application Cisco Identity Services Engine 2.7\(0.903\) All All All

Application Cisco Identity Services Engine 3.0.0 - All All

Application Cisco Identity Services Engine 3.0.0 patch1 All All

Application Cisco Identity Services Engine 3.0.0 patch2 All All

Application Cisco Identity Services Engine 3.0.0 patch3 All All

Application Cisco Identity Services Engine 3.0.0 patch4 All All

Application Cisco Identity Services Engine 3.0.0 patch5 All All

Application Cisco Identity Services Engine 3.0.0 patch6 All All

Application Cisco Identity Services Engine 3.0.0 patch7 All All
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Application Cisco Identity Services Engine 3.0.0 patch7 All All

Application Cisco Identity Services Engine 3.0\(0.458\) All All All

Application Cisco Identity Services Engine 3.1 - All All

Application Cisco Identity Services Engine 3.1 patch1 All All

Application Cisco Identity Services Engine 3.1 patch2 All All

Application Cisco Identity Services Engine 3.1 patch3 All All

Application Cisco Identity Services Engine 3.1 patch4 All All

Application Cisco Identity Services Engine 3.1 patch5 All All

Application Cisco Identity Services Engine 3.1 patch6 All All

Application Cisco Identity Services Engine 3.1 patch7 All All

Application Cisco Identity Services Engine 3.2 - All All

Application Cisco Identity Services Engine 3.2 patch1 All All

Application Cisco Identity Services Engine 3.2 patch2 All All

Application Cisco Identity Services Engine 3.2 patch3 All All

Application Cisco Identity Services Engine 3.2 patch4 All All

References

Reference Source Link Tags

Cisco Identity Services Engine Stored Cross-Site Scripting Vulnerability sec.cloudapps.cisco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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