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CVE CVE-2024-22195

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback
Published 2024-01-11 03:15:00 UTC

Updated 2024-01-27 03:15:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Palletsprojects Jinja All All All All

Reference Source Link
[SECURITY] Fedora 38 Update: python-jinja2-3.1.3-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraprojec
[SECURITY] [DLA 3715-1] jinja2 security update lists.debian.org
HTML attribute injection when passing user input as keys to xmlattr filter - Advisory - pallets/jinja - GitHub github.com
[SECURITY] Fedora 39 Update: mingw-python-jinja2-3.1.3-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraprojec
Release 3.1.3 - pallets/jinja - GitHub github.com
[SECURITY] Fedora 39 Update: python-jinja2-3.1.3-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraprojec
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

200071 Ubuntu Security Notification for Jinja2 Vulnerabilities (USN-6599-1)
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5XCWZD464AJJJUBOO7CMPXQ4ROBC6JX2/
https://github.com/pallets/jinja/releases/tag/3.1.3
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/O7YWRBX6JQCWC2XXCTZ55C7DPMGICCN3/
https://www.cve.org/CVERecord?id=CVE-2024-22195
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http://cve.report/qid/200071

243019 Red Hat Update for fence-agents (RHSA-2024:1155)

243144 Red Hat Update for Satellite 6.14.3 (RHSA-2024:1536)

284888 Fedora Security Update for python (FEDORA-2024-604e4c3509)

285043 Fedora Security Update for mingw (FEDORA-2024-ab372beea4)

285045 Fedora Security Update for python (FEDORA-2024-6026572e7d)

296109 Oracle Solaris 11.4 Support Repository Update (SRU) 67.164.1 Missing (CPUJAN2024)

357094 Amazon Linux Security Advisory for python-jinja2 : ALAS2-2024-2436

357099 Amazon Linux Security Advisory for python3-jinja2 : ALAS2-2024-2437

357124 Amazon Linux Security Advisory for python-jinja2 : ALAS2023-2024-503

6000438 Debian Security Update for jinja2 (DLA 3715-1)

673420 EulerOS Security Update for python-jinja2 (EulerOS-SA-2024-1245)

673876 EulerOS Security Update for python-jinja2 (EulerOS-SA-2024-1223)

674061 EulerOS Security Update for python-jinja2 (EulerOS-SA-2024-1324)

674088 EulerOS Security Update for python-jinja2 (EulerOS-SA-2024-1346)

907992 Common Base Linux Mariner (CBL-Mariner) Security Update for python-jinja2 (33320-1)

996669 Python (Pip) Security Update for jinja2 (GHSA-h5c8-rqwp-cp95)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/qid/243019
http://cve.report/qid/243144
http://cve.report/qid/284888
http://cve.report/qid/285043
http://cve.report/qid/285045
http://cve.report/qid/296109
http://cve.report/qid/357094
http://cve.report/qid/357099
http://cve.report/qid/357124
http://cve.report/qid/6000438
http://cve.report/qid/673420
http://cve.report/qid/673876
http://cve.report/qid/674061
http://cve.report/qid/674088
http://cve.report/qid/907992
http://cve.report/qid/996669
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2024-22195
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


