Summary
CVE
State
Assigner
Source Priority
Published
Updated

Description

CVE-2024-22196

MITRE NVD

CVE-2024-22196

PUBLISHED

Unknown

CVE.ORG

JSON API

CVE Program / NVD first with legacy fallback

2024-01-11 20:15:00 UTC

2024-01-18 19:22:00 UTC

Description unavailable.

Print: PDF 1)

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui
Nginxui

Nginxui

Product
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui
Nginx Ui

Nginx Ui

Version

All

Update

All

betai

beta2

beta3

beta4

betad_patch

beta5

beta5_patch

beta6

beta6_patch

beta6_patch2

beta7

beta8

beta8_patch

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All

All

References

Reference
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Source

Link

~ithaas


https://cve.report/
https://cve.report/CVE-2024-22196/mitre
https://cve.report/CVE-2024-22196/nist
https://cve.report/CVE-2024-22196/cve_org
https://cve.report/api/cve/CVE-2024-22196.json
https://cve.report/CVE-2024-22196.pdf
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
http://cve.report/vendor/nginxui
http://cve.report/software/nginxui/nginx_ui
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yiuiuu.
fix: ensure the list sort query is validated to prevent SQL injection - OxJacky/nginx-ui@ec93ab0 - GitHub github.
CVE Program record CVE.ORG www.c
NVD vulnerability detail NVD nvd.nis
a s

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996664 GO (Go) Security Update for github.com/OxJacky/Nginx-Ul (GHSA-h374-mm57-879c)
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CVE.report and Source URL Uptime Status status.cve.report


https://github.com/0xJacky/nginx-ui/security/advisories/GHSA-h374-mm57-879c
https://github.com/0xJacky/nginx-ui/commit/ec93ab05a3ecbb6bcf464d9dca48d74452df8a5b
https://www.cve.org/CVERecord?id=CVE-2024-22196
https://nvd.nist.gov/vuln/detail/CVE-2024-22196
http://cve.report/qid/996664
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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