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Summary

CVE CVE-2024-22197

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-11 18:15:00 UTC

Updated 2024-01-18 19:59:00 UTC

Description Description unavailable.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nginxui Nginx Ui All All All All

Application Nginxui Nginx Ui 2.0.0 beta1 All All

Application Nginxui Nginx Ui 2.0.0 beta2 All All

Application Nginxui Nginx Ui 2.0.0 beta3 All All

Application Nginxui Nginx Ui 2.0.0 beta4 All All

Application Nginxui Nginx Ui 2.0.0 beta4_patch All All

Application Nginxui Nginx Ui 2.0.0 beta5 All All

Application Nginxui Nginx Ui 2.0.0 beta5_patch All All

Application Nginxui Nginx Ui 2.0.0 beta6 All All

Application Nginxui Nginx Ui 2.0.0 beta6_patch All All

Application Nginxui Nginx Ui 2.0.0 beta6_patch2 All All

Application Nginxui Nginx Ui 2.0.0 beta7 All All

Application Nginxui Nginx Ui 2.0.0 beta8 All All

Application Nginxui Nginx Ui 2.0.0 beta8_patch All All
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Authenticated (user role) remote command execution by modifying `nginx` settings (GHSL-2023-269) · Advisory · 0xJacky/nginx-ui · GitHub

fix: add protected fields to settings to mitigate high-severity vulne… · 0xJacky/nginx-ui@827e76c · GitHub

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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