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Summary

CVE CVE-2024-26859

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-04-17 11:15:08 UTC

Updated 2026-05-12 12:16:21 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net/bnx2x: Prevent access to a freed page in page_pool Fix race condition leading to system crash during EEH error handling 

Risk And Classification

Primary CVSS: v3.1 4.7 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-362

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

High

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-26859/mitre
https://cve.report/CVE-2024-26859/nist
https://cve.report/CVE-2024-26859/cve_org
https://cve.report/api/cve/CVE-2024-26859.json
https://cve.report/CVE-2024-26859.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 7bcc090c81116c66936a7415f2c6b1483a4bcfd9 git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 4f37d3a7e004bbf560c21441ca9c022168017ec4 git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 8eebff95ce9558be66a36aa7cfb43223f3ab4699 git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 8ffcd3ccdbda0c918c4a0f922ef1c17010f1b598 git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 cf7d8cba639ae792a42c2a137b495eac262ac36c git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 3a9f78b297e08ca8e88ae3ecff1f6fe2766dc5eb git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 c51f8b6930db3f259b8820b589f2459d2df3fc68 git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 44f9f1abb0ecc43023225ab9539167facbabf0ec git

CNA Linux Linux affected 4cace675d687ebd2d813e90af80ff87ee85202f9 d27e2da94a42655861ca4baea30c8cd65546f25d git

CNA Linux Linux affected 4.2

CNA Linux Linux unaffected 4.2 semver

CNA Linux Linux unaffected 4.19.311 4.19.* semver

CNA Linux Linux unaffected 5.4.273 5.4.* semver

CNA Linux Linux unaffected 5.10.214 5.10.* semver

CNA Linux Linux unaffected 5.15.153 5.15.* semver

CNA Linux Linux unaffected 6.1.83 6.1.* semver

CNA Linux Linux unaffected 6.6.23 6.6.* semver

CNA Linux Linux unaffected 6.7.11 6.7.* semver

CNA Linux Linux unaffected 6.8.2 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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