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Summary

CVE CVE-2024-26875

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-04-17 11:15:09 UTC

Updated 2026-05-12 12:16:22 UTC

Description In the Linux kernel, the following vulnerability has been resolved: media: pvrusb2: fix uaf in pvr2_context_set_notify [Syzbot reported] BUG: KASAN: slab-use-after-free in pvr2_context_set_notify+0x2c4/0x310 drivers/media/usb/pvrusb2/pvrusb2-context.c:35 Read of size 4 at addr ffff888113aeb0d8 by task kworker/1:1/26 

Risk And Classification

Primary CVSS: v3.1 6.4 MEDIUM from ADP

CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416 | CWE-416 CWE-416 Use After Free

Version Source Type Score Severity Vector

3.1 ADP DECLARED 6.4 MEDIUM CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 6.4 MEDIUM CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

High

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2024-26875/mitre
https://cve.report/CVE-2024-26875/nist
https://cve.report/CVE-2024-26875/cve_org
https://cve.report/api/cve/CVE-2024-26875.json
https://cve.report/CVE-2024-26875.pdf


CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 ed8000e1e8e9684ab6c30cf2b526c0cea039929c git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 d29ed08964cec8b9729bc55c7bb23f679d7a18fb git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 ab896d93fd6a2cd1afeb034c3cc9226cb499209f git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 eb6e9dce979c08210ff7249e5e0eceb8991bfcd7 git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 3a1ec89708d2e57e2712f46241282961b1a7a475 git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 8e60b99f6b7ccb3badeb512f5eb613ad45904592 git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 40cd818fae875c424a8335009db33c7b5a07de3a git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 eaa410e05bdf562c90b23cdf2d9327f9c4625e16 git

CNA Linux Linux affected e5be15c63804e05b5a94197524023702a259e308 0a0b79ea55de8514e1750884e5fec77f9fdd01ee git

CNA Linux Linux affected 2.6.26

CNA Linux Linux unaffected 2.6.26 semver

CNA Linux Linux unaffected 4.19.311 4.19.* semver

CNA Linux Linux unaffected 5.4.273 5.4.* semver

CNA Linux Linux unaffected 5.10.214 5.10.* semver

CNA Linux Linux unaffected 5.15.153 5.15.* semver

CNA Linux Linux unaffected 6.1.83 6.1.* semver

CNA Linux Linux unaffected 6.6.23 6.6.* semver

CNA Linux Linux unaffected 6.7.11 6.7.* semver

CNA Linux Linux unaffected 6.8.2 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Linux Linux Kernel affected e5be15c63804 ed8000e1e8e9 custom

ADP Linux Linux Kernel affected e5be15c63804 d29ed08964ce custom

ADP Linux Linux Kernel affected e5be15c63804 ab896d93fd6a custom

ADP Linux Linux Kernel affected e5be15c63804 eb6e9dce979c custom

ADP Linux Linux Kernel affected e5be15c63804 3a1ec89708d2 custom

ADP Linux Linux Kernel affected e5be15c63804 8e60b99f6b7c custom
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ADP Linux Linux Kernel affected e5be15c63804 40cd818fae87 custom

ADP Linux Linux Kernel affected e5be15c63804 eaa410e05bdf custom

ADP Linux Linux Kernel affected e5be15c63804 0a0b79ea55de custom

ADP Linux Linux Kernel affected 2.6.26

ADP Linux Linux Kernel unaffected 2.6.26 custom

ADP Linux Linux Kernel unaffected 4.19.311 4.20 custom

ADP Linux Linux Kernel unaffected 5.4.273 5.5 custom

ADP Linux Linux Kernel unaffected 5.10.214 5.11 custom

ADP Linux Linux Kernel unaffected 5.15.153 5.16 custom

ADP Linux Linux Kernel unaffected 6.183 6.2 custom

ADP Linux Linux Kernel unaffected 6.6.23 6.7 custom

ADP Linux Linux Kernel unaffected 6.7.11 6.8 custom

ADP Linux Linux Kernel unaffected 6.8.2 6.9 custom

ADP Linux Linux Kernel unaffected 6.9 * custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

References

Reference Source Link

git.kernel.org/stable/c/0a0b79ea55de8514e1750884e5fec77f9fdd01ee af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/8e60b99f6b7ccb3badeb512f5eb613ad45904592 af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

lists.debian.org/debian-lts-announce/2024/06/msg00017.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/3a1ec89708d2e57e2712f46241282961b1a7a475 af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/eaa410e05bdf562c90b23cdf2d9327f9c4625e16 af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/40cd818fae875c424a8335009db33c7b5a07de3a af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/d29ed08964cec8b9729bc55c7bb23f679d7a18fb af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/ed8000e1e8e9684ab6c30cf2b526c0cea039929c af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

lists.debian.org/debian-lts-announce/2024/06/msg00020.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

git.kernel.org/stable/c/ab896d93fd6a2cd1afeb034c3cc9226cb499209f af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/eb6e9dce979c08210ff7249e5e0eceb8991bfcd7 af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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