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CVE CVE-2024-26877
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-04-17 11:15:09 UTC

Updated 2026-05-12 12:16:22 UTC

Description In the Linux kernel, the following vulnerability has been resolved: crypto: xilinx - call finalize with bh disabled When calling ¢
KNI ]|

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-noinfo

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
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CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H



https://cve.report/
https://cve.report/CVE-2024-26877/mitre
https://cve.report/CVE-2024-26877/nist
https://cve.report/CVE-2024-26877/cve_org
https://cve.report/api/cve/CVE-2024-26877.json
https://cve.report/CVE-2024-26877.pdf

NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected 4d96f7d48131fefe30d7c1d1e2a23ef37164dbf5 8a0133E
CNA Linux Linux affected 4d96f7d48131fefe30d7c1d1e2a23ef37164dbf5 03ebd4e
CNA Linux Linux affected 4d967d48131fefe30d7c1d1e2a23ef37164dbf5 a71f66bi
CNA Linux Linux affected 4d96f7d48131fefe30d7c1d1e2a23ef37164dbf5 23bc89f(
CNA Linux Linux affected 4d96f7d48131fefe30d7c1d1e2a23ef37164dbf5 9db89b1
CNA Linux Linux affected 4d96f7d48131fefe30d7c1d1e2a23ef37164dbf5 dbf291di
CNA Linux Linux affected 4d967d48131fefe30d7c1d1e2a23ef37164dbf5 a85345C
CNA Linux Linux affected 5.7

CNA Linux Linux unaffected 5.7 semver

CNA Linux Linux unaffected 5.10.214 5.10.* semver

CNA Linux Linux unaffected 5.15.153 5.15.* semver

CNA Linux Linux unaffected 6.1.83 6.1.* semver

CNA Linux Linux unaffected 6.6.23 6.6." semver

CNA Linux Linux unaffected 6.7.11 6.7.* semver

CNA Linux Linux unaffected 6.8.2 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

< Sl

References

Reference Source Link
lists.debian.org/debian-Its-announce/2024/06/msg00017.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org
git.kernel.org/stable/c/a71f66bd5f7b9b35a8aaa49e29565eca66299399  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e  cert-portal.siemens.ct
git.kernel.org/stable/c/8a01335aedc50a66d04dd39203c89f4bc8042596  af854a3a-2127-422b-91ae-364da2661108  git.kernel.org
git.kernel.org/stable/c/03e6d4e948432a61b35783323b6ab2be071d2619  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
git.kernel.org/stable/c/a853450bf4c752e664abab0b2fad395b7ad7701c  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
git.kernel.org/stable/c/23bc89fdce71124cd2126fc919¢7076e7cb489cf af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
git.kernel.org/stable/c/dbf291d8ffffb70f48286176a15c6c54f0bb0743 af854a3a-2127-422b-91ae-364da2661108  git.kernel.org
git.kernel.org/stable/c/9db89b1fb85557892e6681724b367287de5f9f20  af854a3a-2127-422b-91ae-364da2661108  git.kernel.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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