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CVE CVE-2024-26882
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-04-17 11:15:10 UTC
Updated 2026-05-12 12:16:23 UTC
Description In the Linux kernel, the following vulnerability has been resolved: net: ip_tunnel: make sure to pull inner header in ip_tunnel

4 ] -l
Risk And Classification |

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo | CWE-noinfo Not enough information

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 ADP DECLARED 5.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
3.1 134c704f-9b21-4f2e-91b3-42467353bccO  Secondary 5.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity
>rivileges Required
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[Fe |
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https://cve.report/
https://cve.report/CVE-2024-26882/mitre
https://cve.report/CVE-2024-26882/nist
https://cve.report/CVE-2024-26882/cve_org
https://cve.report/api/cve/CVE-2024-26882.json
https://cve.report/CVE-2024-26882.pdf

ntegrity

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

J B

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected c54419321455631079c7d6e60bc732dd0c5914c5 ec6bk
CNA Linux Linux affected c54419321455631079¢c7d6e60bc732dd0c5914c5 77fd5.
CNA Linux Linux affected c54419321455631079c7d6e60bc732dd0c5914c5 5¢032
CNA Linux Linux affected c54419321455631079¢c7d6e60bc732dd0c5914c5 60044
CNA Linux Linux affected c54419321455631079c7d6e60bc732dd0c5914c5 c4c85
CNA Linux Linux affected c54419321455631079c7d6e60bc732dd0c5914c5 6723
CNA Linux Linux affected c54419321455631079c7d6e60bc732dd0c5914c5 ca914
CNA Linux Linux affected c54419321455631079c7d6e60bc732dd0c5914c5 bOecz
CNA Linux Linux affected 3.10

CNA Linux Linux unaffected 3.10 semver

CNA Linux Linux unaffected 5.4.273 5.4. semver

CNA Linux Linux unaffected 5.10.214 5.10.* semver

CNA Linux Linux unaffected 5.15.153 5.15.* semver

CNA Linux Linux unaffected 6.1.83 6.1.* semver

CNA Linux Linux unaffected 6.6.23 6.6." semver

CNA Linux Linux unaffected 6.7.11 6.7.* semver

CNA Linux Linux unaffected 6.8.2 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

q |

References

Reference Source Link

git.kernel.org/stable/c/60044ab84836359534bd7153b92e9c1584140ed4a af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

lists.debian.org/debian-Its-announce/2024/06/msg00017.html af854a3a-2127-422b-91ae-364da2661108  lists.debian.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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