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Summary

CVE CVE-2024-26934

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-05-01 06:15:08 UTC

Updated 2026-05-12 12:16:26 UTC

Description In the Linux kernel, the following vulnerability has been resolved: USB: core: Fix deadlock in usb_deauthorize_interface() Among the attribute file callback routines in drivers/usb/core/sysfs.c, the interface_authorized_store() function is the only one which acquires a device lock on an ancestor device: It calls usb_deauthorize_interface(), which locks the interface's parent USB device. 

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-667

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

https://cve.report/
https://cve.report/CVE-2024-26934/mitre
https://cve.report/CVE-2024-26934/nist
https://cve.report/CVE-2024-26934/cve_org
https://cve.report/api/cve/CVE-2024-26934.json
https://cve.report/CVE-2024-26934.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 8cbdd324b41528994027128207fae8100dff094f git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 12d6a5681a0a5cecc2af7860f0a1613fa7c6e947 git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 e451709573f8be904a8a72d0775bf114d7c291d9 git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 1b175bc579f46520b11ecda443bcd2ee4904f66a git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 ab062fa3dc69aea88fe62162c5881ba14b50ecc5 git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 122a06f1068bf5e39089863f4f60b1f5d4273384 git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 dbdf66250d2d33e8b27352fcb901de79f3521057 git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 07acf979da33c721357ff27129edf74c23c036c6 git

CNA Linux Linux affected 310d2b4124c073a2057ef9d952d4d938e9b1dfd9 80ba43e9f799cbdd83842fc27db667289b3150f5 git

CNA Linux Linux affected 4.4

CNA Linux Linux unaffected 4.4 semver

CNA Linux Linux unaffected 4.19.312 4.19.* semver

CNA Linux Linux unaffected 5.4.274 5.4.* semver

CNA Linux Linux unaffected 5.10.215 5.10.* semver

CNA Linux Linux unaffected 5.15.154 5.15.* semver

CNA Linux Linux unaffected 6.1.84 6.1.* semver

CNA Linux Linux unaffected 6.6.24 6.6.* semver

CNA Linux Linux unaffected 6.7.12 6.7.* semver

CNA Linux Linux unaffected 6.8.3 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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