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Summary

CVE CVE-2024-26935

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-05-01 06:15:08 UTC

Updated 2026-05-12 12:16:27 UTC

Description In the Linux kernel, the following vulnerability has been resolved: scsi: core: Fix unremoved procfs host directory regression Commit fc663711b944 ("scsi: core: Remove the /proc/scsi/${proc_name} directory earlier") fixed a bug related to modules loading/unloading, by adding a call to scsi_proc_hostdir_rm() on scsi_remove_host(). But that led to a potential duplicate call to the hostdir_rm() routine, since it's also called from scsi_host_dev_release(). That triggered a regression report, which was then fixed by commit be03df3d4bfe ("scsi: core: Fix a procfs host directory removal regression"). The fix just dropped the hostdir_rm() call from dev_release(). 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-noinfo

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-26935/mitre
https://cve.report/CVE-2024-26935/nist
https://cve.report/CVE-2024-26935/cve_org
https://cve.report/api/cve/CVE-2024-26935.json
https://cve.report/CVE-2024-26935.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 88c3d3bb6469cea929ac68fd326bdcbefcdfdd83 0053f15d50d50c9312d8ab9c11e2e405812dfcac git

CNA Linux Linux affected 68c665bb185037e7eb66fb792c61da9d7151e99c 5c2386ba80e779a92ec3bb64ccadbedd88f779b1 git

CNA Linux Linux affected 2a764d55e938743efa7c2cba7305633bcf227f09 cea234bb214b17d004dfdccce4491e6ff57c96ee git

CNA Linux Linux affected 7e0ae8667fcdd99d1756922e1140cac75f5fa279 3678cf67ff7136db1dd3bf63c361650db5d92889 git

CNA Linux Linux affected be03df3d4bfe7e8866d4aa43d62e648ffe884f5f d4c34782b6d7b1e68d18d9549451b19433bd4c6c git

CNA Linux Linux affected be03df3d4bfe7e8866d4aa43d62e648ffe884f5f e293c773c13b830cdc251f155df2254981abc320 git

CNA Linux Linux affected be03df3d4bfe7e8866d4aa43d62e648ffe884f5f f4ff08fab66eb5c0b97e1a24edac052fb40bf5d7 git

CNA Linux Linux affected be03df3d4bfe7e8866d4aa43d62e648ffe884f5f f23a4d6e07570826fe95023ca1aa96a011fa9f84 git

CNA Linux Linux affected 73f030d4ef6d1ad17f824a0a2eb637ef7a9c7d51 git

CNA Linux Linux affected 6.3

CNA Linux Linux unaffected 6.3 semver

CNA Linux Linux unaffected 5.4.274 5.4.* semver

CNA Linux Linux unaffected 5.10.215 5.10.* semver

CNA Linux Linux unaffected 5.15.154 5.15.* semver

CNA Linux Linux unaffected 6.1.84 6.1.* semver

CNA Linux Linux unaffected 6.6.24 6.6.* semver

CNA Linux Linux unaffected 6.7.12 6.7.* semver

CNA Linux Linux unaffected 6.8.3 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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