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In the Linux kernel, the following vulnerability has been resolved: Squashfs: check the inode number is not the invalid value

Risk And Classification |

Primary CVSS: v3.1 7.1 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

Problem Types: CWE-125
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Source Vendor Product Version
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 32c114
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 4a1b6ft
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 cf46188
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 5b99de
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 be383e
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 7def00¢
CNA Linux Linux affected 6545b246a2c815a8fcd07d58240effb6ec3481b1 9253c5
CNA Linux Linux affected 2.6.29
CNA Linux Linux unaffected 2.6.29 semver
CNA Linux Linux unaffected 5.4.291 5.4. semver
CNA Linux Linux unaffected 5.10.235 5.10.” semver
CNA Linux Linux unaffected 5.15.179 5.15. semver
CNA Linux Linux unaffected 6.1.130 6.1.* semver
CNA Linux Linux unaffected 6.6.30 6.6." semver
CNA Linux Linux unaffected 6.8.8 6.8.* semver
CNA Linux Linux unaffected 6.9 * original_commit_for_fix
ADP Siemens SIMATIC S7-1500 TM MFP - BIOS affected * custom
ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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References

Reference Source Link

lists.debian.org/debian-Its-announce/2025/05/msg00030.html af854a3a-2127-422b-91ae-364da2661108 lists.c
cert-portal.siemens.com/productcert/html/ssa-503939.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-g
git.kernel.org/stable/c/5b99dea79650050909c50aba24fbae00f203f013 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.ke

lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/messag... af854a3a-2127-422b-91ae-364da2661108 lists.f

cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e  cert-¢
git.kernel.org/stable/c/cf46f88b92cfc0e32bd8a21ba1273cff13b8745f 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.ke
git.kernel.org/stable/c/7def00ebc9f2d6a581ddf46ce4541184a10680e5 af854a3a-2127-422b-91ae-364da2661108 git.ke

lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/messag... af854a3a-2127-422b-91ae-364da2661108 lists.fi
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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