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CVE CVE-2024-28757

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback
Published 2024-03-10 05:15:00 UTC

Updated 2024-03-19 03:15:00 UTC

Description Description unavailable.

There are no known software configurations currently associated with this CVE in NVD or the CVE Program record.

References

Reference

[SECURITY] Fedora 39 Update: mingw-expat-2.6.1-1.fc39 - package-announce - Fedora Mailing-Lists

0OSS-Fuzz/ClusterFuzz finding 66812 - Issue #839 - libexpat/libexpat - GitHub

[CVE-2024-28757] Prevent billion laughs attacks in isolated external parser (part of #839) by hartwork - Pull Request #842 - libexpat/libexpat -
[SECURITY] Fedora 38 Update: mingw-expat-2.6.1-1.fc38 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161443 Oracle Enterprise Linux Security Update for expat (ELSA-2024-1530)

200195 Ubuntu Security Notification for Expat Vulnerabilities (USN-6694-1)

243138 Red Hat Update for expat (RHSA-2024:1530)

285367 Fedora Security Update for mingw (FEDORA-2024-40b98c9ced)

285368 Fedora Security Update for mingw (FEDORA-2024-4e6e660fae)

357368 Amazon Linux Security Advisory for expat : ALAS2023-2024-576

510762 Alpine Linux Security Update for expat


https://cve.report/
https://cve.report/CVE-2024-28757/mitre
https://cve.report/CVE-2024-28757/nist
https://cve.report/CVE-2024-28757/cve_org
https://cve.report/CVE-2024-28757.pdf
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FPLC6WDSRDUYS7F7JWAOVOHFNOUQ43DD/
https://github.com/libexpat/libexpat/issues/839
https://github.com/libexpat/libexpat/pull/842
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/LKJ7V5F6LJCEQJXDBWGT27J7NAP3E3N7/
https://www.cve.org/CVERecord?id=CVE-2024-28757
https://nvd.nist.gov/vuln/detail/CVE-2024-28757
http://cve.report/qid/161443
http://cve.report/qid/200195
http://cve.report/qid/243138
http://cve.report/qid/285367
http://cve.report/qid/285368
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6140446 AWS Bottlerocket Security Update for libexpat (GHSA-rjp2-2459-62cp)
756057 SUSE Enterprise Linux Security Update for expat (SUSE-SU-2024:1129-1)
908046 Common Base Linux Mariner (CBL-Mariner) Security Update for expat (35841)

941632 AlmaLinux Security Update for expat (ALSA-2024:1530)
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