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Summary

CVE CVE-2024-31386

State PUBLISHED

Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-04-10 19:15:49 UTC

Updated 2026-04-28 19:24:27 UTC

Description Cross-Site Request Forgery (CSRF) vulnerability in Hidekazu Ishikawa X-T9, Hidekazu Ishikawa Lightning, themeinwp Default Mag, Out the Box Namaha, Out the Box CityLogic, Marsian i-max, Jetmonsters Emmet Lite, Macho Themes Decode, Wayneconnor Sliding Door, Out the Box Shopstar!, Modernthemesnet Gridsby, TT Themes HappenStance, Marsian i-excel, Out the Box Panoramic, Modernthemesnet Sensible WP.This issue affects X-T9: from n/a through 1.19.0; Lightning: from n/a through 15.18.0; Default Mag: from n/a through 1.3.5; Namaha: from n/a through 1.0.40; CityLogic: from n/a through 1.1.29; i-max: from n/a through 1.6.2; Emmet Lite: from n/a through 1.7.5; Decode: from n/a through 3.15.3; Sliding Door: from n/a through 3.3; Shopstar!: from n/a through 1.1.33; Gridsby: from n/a through 1.3.0; HappenStance: from n/a through 3.0.1; i-excel: from n/a through 1.7.9; Panoramic: from n/a through 1.1.56; Sensible WP: from n/a through 1.3.1.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from audit@patchstack.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

EPSS: 0.004680000 probability, percentile 0.645410000 (date 2026-04-28)

Problem Types: CWE-352 | CWE-352 CWE-352 Cross-Site Request Forgery (CSRF)

Version Source Type Score Severity Vector

3.1 audit@patchstack.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

3.1 CNA CVSS 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

None

https://cve.report/
https://cve.report/CVE-2024-31386/mitre
https://cve.report/CVE-2024-31386/nist
https://cve.report/CVE-2024-31386/cve_org
https://cve.report/api/cve/CVE-2024-31386.json
https://cve.report/CVE-2024-31386.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hidekazu Ishikawa X-T9 affected n/a 1.19.0 custom Not specified

CNA Hidekazu Ishikawa Lightning affected n/a 15.18.0 custom Not specified

CNA Themeinwp Default Mag affected n/a 1.3.5 custom Not specified

CNA Out The Box Namaha affected n/a 1.0.40 custom Not specified

CNA Out The Box CityLogic affected n/a 1.1.29 custom Not specified

CNA Marsian I-max affected n/a 1.6.2 custom Not specified

CNA Jetmonsters Emmet Lite affected n/a 1.7.5 custom Not specified

CNA Macho Themes Decode affected n/a 3.15.3 custom Not specified

CNA Wayneconnor Sliding Door affected n/a 3.3 custom Not specified

CNA Out The Box Shopstar! affected n/a 1.1.33 custom Not specified

CNA Modernthemesnet Gridsby affected n/a 1.3.0 custom Not specified

CNA TT Themes HappenStance affected n/a 3.0.1 custom Not specified

CNA Marsian I-excel affected n/a 1.7.9 custom Not specified

CNA Out The Box Panoramic affected n/a 1.1.56 custom Not specified

CNA Modernthemesnet Sensible WP affected n/a 1.3.1 custom Not specified

References

Reference Source Link

patchstack.com/database/vulnerability/sliding-door/wordpress-sliding-door-th... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/decode/wordpress-decode-theme-3-15-3-c... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/default-mag/wordpress-default-mag-them... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/namaha/wordpress-namaha-theme-1-0-40-c... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/gridsby/wordpress-gridsby-theme-1-3-0-... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/emmet-lite/wordpress-emmet-lite-theme-... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/sensible-wp/wordpress-sensible-wp-them... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/x-t9/wordpress-x-t9-theme-1-19-0-cross... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/panoramic/wordpress-panoramic-theme-1-... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/lightning/wordpress-lightning-theme-15... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

Integrity

Low

Availability

None

http://cve.report/vendor/Hidekazu_Ishikawa
http://cve.report/software/Hidekazu_Ishikawa/X-T9
http://cve.report/vendor/Hidekazu_Ishikawa
http://cve.report/software/Hidekazu_Ishikawa/Lightning
http://cve.report/vendor/themeinwp
http://cve.report/software/themeinwp/Default_Mag
http://cve.report/vendor/Out_the_Box
http://cve.report/software/Out_the_Box/Namaha
http://cve.report/vendor/Out_the_Box
http://cve.report/software/Out_the_Box/CityLogic
http://cve.report/vendor/Marsian
http://cve.report/software/Marsian/i-max
http://cve.report/vendor/Jetmonsters
http://cve.report/software/Jetmonsters/Emmet_Lite
http://cve.report/vendor/Macho_Themes
http://cve.report/software/Macho_Themes/Decode
http://cve.report/vendor/Wayneconnor
http://cve.report/software/Wayneconnor/Sliding_Door
http://cve.report/vendor/Out_the_Box
http://cve.report/software/Out_the_Box/Shopstar!
http://cve.report/vendor/Modernthemesnet
http://cve.report/software/Modernthemesnet/Gridsby
http://cve.report/vendor/TT_Themes
http://cve.report/software/TT_Themes/HappenStance
http://cve.report/vendor/Marsian
http://cve.report/software/Marsian/i-excel
http://cve.report/vendor/Out_the_Box
http://cve.report/software/Out_the_Box/Panoramic
http://cve.report/vendor/Modernthemesnet
http://cve.report/software/Modernthemesnet/Sensible_WP
https://patchstack.com/database/vulnerability/sliding-door/wordpress-sliding-door-theme-3-3-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/decode/wordpress-decode-theme-3-15-3-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/default-mag/wordpress-default-mag-theme-1-3-5-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/namaha/wordpress-namaha-theme-1-0-40-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/gridsby/wordpress-gridsby-theme-1-3-0-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/emmet-lite/wordpress-emmet-lite-theme-1-7-5-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/sensible-wp/wordpress-sensible-wp-theme-1-3-1-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/x-t9/wordpress-x-t9-theme-1-19-0-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/panoramic/wordpress-panoramic-theme-1-1-56-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/lightning/wordpress-lightning-theme-15-18-0-cross-site-request-forgery-csrf-vulnerability?_s_id=cve


patchstack.com/database/vulnerability/i-excel/wordpress-i-excel-theme-1-7-9-... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/citylogic/wordpress-citylogic-theme-1-... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/shopstar/wordpress-shopstar-theme-1-1-... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/i-max/wordpress-i-max-theme-1-6-2-cros... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

patchstack.com/database/vulnerability/happenstance/wordpress-happenstance-th... af854a3a-2127-422b-91ae-364da2661108 patchstack.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Dhabaleshwar Das (Patchstack Alliance) (en)

Additional Advisory Data

Solutions

CNA: Update X-T9 to 1.19.1 or a higher version. Update Lightning to 15.19.0 or a higher
version. Update Default Mag to 1.3.6 or a higher version. Update Namaha to 1.0.41 or a
higher version. Update CityLogic to 1.1.30 or a higher version. Update Emmet Lite to 1.7.8 or
a higher version. Update Sliding Door to 3.4 or a higher version. Update Shopstar! to 1.1.34
or a higher version. Update Panoramic to 1.1.57 or a higher version.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

https://patchstack.com/database/vulnerability/i-excel/wordpress-i-excel-theme-1-7-9-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/citylogic/wordpress-citylogic-theme-1-1-29-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/shopstar/wordpress-shopstar-theme-1-1-33-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/i-max/wordpress-i-max-theme-1-6-2-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/happenstance/wordpress-happenstance-theme-3-0-1-cross-site-request-forgery-csrf-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2024-31386
https://nvd.nist.gov/vuln/detail/CVE-2024-31386
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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