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Summary

CVE CVE-2024-3272

State PUBLISHED

Assigner Unknown

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-04-04 01:15:00 UTC

Updated 2024-04-04 01:15:00 UTC

Description D-Link DNS-320L, DNS-325, DNS-327L, and DNS-340L contains a hard-coded credential that allows an attacker to conduct authenticated command injection, leading to remote, unauthorized code execution.

Risk And Classification

EPSS: 0.941540000 probability, percentile 0.999150000 (date 2026-04-06)

CISA KEV: Listed on 2024-04-11; due 2024-05-02; ransomware use Unknown

Problem Types: CWE-798

CISA Known Exploited Vulnerability

Vendor D-Link

Product Multiple NAS Devices

Name D-Link Multiple NAS Devices Use of Hard-Coded Credentials Vulnerability

Required Action This vulnerability affects legacy D-Link products. All associated hardware revisions have reached their
end-of-life (EOL) or end-of-service (EOS) life cycle and should be retired and replaced per vendor
instructions.

Notes https://supportannouncement.us.dlink.com/security/publication.aspx?name=SAP10383;
https://nvd.nist.gov/vuln/detail/CVE-2024-3272

There are no known software configurations currently associated with this CVE in NVD or the CVE Program record.

References

Reference Source Link

github.com/netsecfish/dlink github.com

VDB-259283 | CTI Indicators (IOB, IOC, TTP, IOA) vuldb.com

VDB-259283 | D-Link DNS-320L/DNS-325/DNS-327L/DNS-340L HTTP GET Request nas_sharing.cgi hard-coded credentials vuldb.com
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https://cve.report/CVE-2024-3272/mitre
https://cve.report/CVE-2024-3272/nist
https://cve.report/CVE-2024-3272/cve_org
https://cve.report/CVE-2024-3272.pdf
https://github.com/netsecfish/dlink
https://vuldb.com/?ctiid.259283
https://vuldb.com/?id.259283


CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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