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CVE-2024-33618

PUBLISHED

bosch

CVE Program / NVD first with legacy fallback
2026-04-1510:16:37 UTC

2026-04-17 15:17:00 UTC

Uncontrolled Resource Consumption in Bosch VMS Central Server in Bosch VMS 12.0.1 allows attackers to consume exce

Risk And Classification

|L

Primary CVSS: v3.1 7.5 HIGH from psirt@bosch.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000890000 probability, percentile 0.252440000 (date 2026-04-21)

Problem Types: CWE-400 | CWE-400 CWE-400 Uncontrolled Resource Consumption

Version Source Type Score Severity Vector
3.1 psirt@bosch.com Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown
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il
\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

4l [
Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Bosch BVMS affected 6.0 12.0.1 custom Not specified
CNA Bosch BVMS Viewer affected 8.0 12.0.1 custom Not specified
CNA Bosch Bosch DIVAR IP All-in-one 7000 R3 affected 10.1 12.0.1 custom Not specified
CNA Bosch Bosch DIVAR IP 7000 R2 affected 9.0 12.0.1 custom Not specified
CNA Bosch Bosch DIVAR IP All-in-one 5000 affected 9.0 12.0.1 custom Not specified
CNA Bosch Bosch DIVAR IP All-in-one 7000 affected 6.0 12.0.1 custom Not specified
CNA Bosch DIVAR IP All-in-one 4000 affected 11.1.1 12.0.1 custom Not specified
CNA Bosch DIVAR IP All-in-one 6000 affected 11.1.1 12.0.1 custom Not specified

Reference Source Link Tags
psirt.oosch.com/security-advisories/BOSCH-SA-162032-BT.html psirt@bosch.com psirt.bosch.com

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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