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Summary

CVE CVE-2024-35811

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-05-17 14:15:15 UTC

Updated 2026-05-12 12:16:36 UTC

Description In the Linux kernel, the following vulnerability has been resolved: wifi: brcmfmac: Fix use-after-free bug in brcmf_cfg80211_detach 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-416

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-35811/mitre
https://cve.report/CVE-2024-35811/nist
https://cve.report/CVE-2024-35811/cve_org
https://cve.report/api/cve/CVE-2024-35811.json
https://cve.report/CVE-2024-35811.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 202c503935042272e2f9e1bb549d5f69a8681169 git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 8e3f03f4ef7c36091f46e7349096efb5a2cdb3a1 git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 bacb8c3ab86dcd760c15903fcee58169bc3026aa git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 8c36205123dc57349b59b4f1a2301eb278cbc731 git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 0b812f706fd7090be74812101114a0e165b36744 git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 190794848e2b9d15de92d502b6ac652806904f5a git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 6678a1e7d896c00030b31491690e8ddc9a90767a git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 0a7591e14a8da794d0b93b5d1c6254ccb23adacb git

CNA Linux Linux affected e756af5b30b008f6ffcfebf8ad0b477f6f225b62 0f7352557a35ab7888bc7831411ec8a3cbe20d78 git

CNA Linux Linux affected 3.7

CNA Linux Linux unaffected 3.7 semver

CNA Linux Linux unaffected 4.19.312 4.19.* semver

CNA Linux Linux unaffected 5.4.274 5.4.* semver

CNA Linux Linux unaffected 5.10.215 5.10.* semver

CNA Linux Linux unaffected 5.15.154 5.15.* semver

CNA Linux Linux unaffected 6.1.84 6.1.* semver

CNA Linux Linux unaffected 6.6.24 6.6.* semver

CNA Linux Linux unaffected 6.7.12 6.7.* semver

CNA Linux Linux unaffected 6.8.3 6.8.* semver

CNA Linux Linux unaffected 6.9 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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