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CVE CVE-2024-35896
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-05-19 09:15:10 UTC

Updated 2026-05-12 12:16:39 UTC

Description In the Linux kernel, the following vulnerability has been resolved: netfilter: validate user input for expected length | got multi
KA ]|

Risk And Classification

Primary CVSS: v3.1 7.1 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/ULIN/S:U/C:H/I:N/A:H

Problem Types: CWE-125

CVSS v3.1 Breakdown
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https://cve.report/CVE-2024-35896/nist
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NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Source Vendor Product Version
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 0f03824
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 440e94:
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 18aae2
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 81d51b!
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 58f2bfb
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 0c8384:
CNA Linux Linux affected 2.6.12
CNA Linux Linux unaffected 2.6.12 semver
CNA Linux Linux unaffected 5.10.215 5.10.* semver
CNA Linux Linux unaffected 5.15.154 5.15.* semver
CNA Linux Linux unaffected 6.1.85 6.1.* semver
CNA Linux Linux unaffected 6.6.26 6.6.* semver
CNA Linux Linux unaffected 6.8.5 6.8.* semver
CNA Linux Linux unaffected 6.9 * original_commit_for_fix
ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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References

Reference Source Link
git.kernel.org/stable/c/81d51b9b7c95e791ba3c1a2dd77920a9d3b3f525 af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
lists.debian.org/debian-lts-announce/2024/06/msg00017.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org
git.kernel.org/stable/c/58f2bfb789e6bd3bc24a2c9c1580f3c67aec3018  af854a3a-2127-422b-91ae-364da2661108  git.kernel.org
git.kernel.org/stable/c/0f038242b77ddfc505bf4163d4904c1abd2e74d6  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.co
git.kernel.org/stable/c/18aae2cb87e5faa9c5bd865260ceadac60d5a6c5 af854al3a-2127-422b-91ae-364da2661108  git.kernel.org
git.kernel.org/stable/c/440e948cf0eff32cfe322dcbcal3f2525354b159b af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

git.kernel.org/stable/c/0c83842df40f86e529db6842231154772c20edcc  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org

security.netapp.com/advisory/ntap-20250321-0004 af854a3a-2127-422b-91ae-364da2661108  security.netapp.com
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov

R A R A A B A A,

4‘ Wﬂ


http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIMATIC_S7-1500_TM_MFP_-_GNU/Linux_subsystem
https://git.kernel.org/stable/c/81d51b9b7c95e791ba3c1a2dd77920a9d3b3f525
https://lists.debian.org/debian-lts-announce/2024/06/msg00017.html
https://git.kernel.org/stable/c/58f2bfb789e6bd3bc24a2c9c1580f3c67aec3018
https://git.kernel.org/stable/c/0f038242b77ddfc505bf4163d4904c1abd2e74d6
https://cert-portal.siemens.com/productcert/html/ssa-265688.html
https://git.kernel.org/stable/c/18aae2cb87e5faa9c5bd865260ceadac60d5a6c5
https://git.kernel.org/stable/c/440e948cf0eff32cfe322dcbca3f2525354b159b
https://git.kernel.org/stable/c/0c83842df40f86e529db6842231154772c20edcc
https://security.netapp.com/advisory/ntap-20250321-0004/
https://www.cve.org/CVERecord?id=CVE-2024-35896
https://nvd.nist.gov/vuln/detail/CVE-2024-35896

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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