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Description RADIUS Protocol under RFC 2865 is susceptible to forgery attacks by a local attacker who can modify any valid Response (Access-Accept, Access-Reject, or Access-Challenge) to any other response using a chosen-prefix collision attack against MD5 Response Authenticator signature.

Risk And Classification

Primary CVSS: v3.1 9 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

Problem Types: CWE-354 | CWE-924 | CWE-328: Use of Weak Hash | CWE-200 Exposure
of Sensitive Information to an Unauthorized Actor | CWE-924 Improper Enforcement of
Message Integrity During Transmission in a Communication Channel

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9 CRITICAL CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

3.1 ADP DECLARED 9 CRITICAL CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 9 CRITICAL CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

None

Scope

Changed
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CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Brocade Sannav - All All All

Operating System Broadcom Fabric Operating System - All All All

Application Freeradius Freeradius All All All All

Operating System Sonicwall Sonicos - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA IETF RFC affected 2865 Not specified

ADP Ietf Rfc affected 2865 Not specified

ADP Siemens CPC80 Central Processing/Communication affected V16.51 custom Not specified

ADP Siemens CPCI85 Central Processing/Communication affected V6.20 custom Not specified

ADP Siemens POWER METER SICAM Q100 Family affected V2.70 custom Not specified

ADP Siemens POWER METER SICAM Q200 Family affected V2.83 custom Not specified

ADP Siemens Powerlink IP affected * custom Not specified

ADP Siemens RUGGEDCOM APE1808 affected * custom Not specified

ADP Siemens RUGGEDCOM APE1808 affected * custom Not specified

ADP Siemens RUGGEDCOM CROSSBOW affected V5.6 custom Not specified

ADP Siemens RUGGEDCOM I800 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I800NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I801 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I801NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I802 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I802NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I803 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM I803NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM M2100 affected V4.3.11 custom Not specified

Confidentiality

High

Integrity

High

Availability

High
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ADP Siemens RUGGEDCOM M2100NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM M2200 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM M2200NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM M969 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM M969NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RM1224 LTE4G EU affected V8.2 custom Not specified

ADP Siemens RUGGEDCOM RM1224 LTE4G NAM affected V8.2 custom Not specified

ADP Siemens RUGGEDCOM RMC30 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RMC30NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RMC8388 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RMC8388 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RMC8388NC V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RMC8388NC V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM ROX MX5000 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX MX5000RE affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1400 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1500 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1501 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1510 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1511 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1512 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1524 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX1536 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM ROX RX5000 affected V2.17.0 custom Not specified

ADP Siemens RUGGEDCOM RP110 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RP110NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS1600 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS1600F affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS1600FNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS1600NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS1600T affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS1600TNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS400 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS400NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS401 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS401NC affected V4.3.11 custom Not specified
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ADP Siemens RUGGEDCOM RS401NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416NCv2 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416NCv2 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS416P affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416PNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416PNCv2 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416PNCv2 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS416Pv2 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416Pv2 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS416v2 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS416v2 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS8000 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000A affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000ANC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000H affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000HNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000T affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS8000TNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900 32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900 32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS900G affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900G 32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900G 32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS900GNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900GNC32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900GNC32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS900GP affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900GPNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900L affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900LNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900M-GETS-C01 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900M-GETS-XX affected V4.3.11 custom Not specified
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ADP Siemens RUGGEDCOM RS900M-STND-C01 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900M-STND-XX affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900MNC-GETS-C01 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900MNC-GETS-XX affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900MNC-STND-XX affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900MNC-STND-XX-C01 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900NC32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS900NC32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RS900W affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS910 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS910L affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS910LNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS910NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS910W affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS920L affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS920LNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS920W affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS930L affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS930LNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS930W affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS940G affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS940GNC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS969 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RS969NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100 32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100 32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2100NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100NC32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100NC32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2100P affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100P 32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100P 32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2100PNC affected V4.3.11 custom Not specified
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http://cve.report/software/Siemens/RUGGEDCOM_RS930L
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RS930LNC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RS930W
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RS940G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RS940GNC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RS969
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RS969NC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100_32M_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100_32M_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100NC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100NC32M_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100NC32M_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100P
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100P_32M_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100P_32M_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100PNC


ADP Siemens RUGGEDCOM RSG2100PNC 32M V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2100PNC 32M V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2200 affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2200NC affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2288 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2288 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2288NC V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2288NC V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2300 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2300 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2300NC V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2300NC V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2300P V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2300P V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2300PNC V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2300PNC V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2488 V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2488 V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG2488NC V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG2488NC V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG907R affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG908C affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG909R affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG910C affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG920P V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG920P V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSG920PNC V4.X affected V4.3.11 custom Not specified

ADP Siemens RUGGEDCOM RSG920PNC V5.X affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSL910 affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RSL910NC affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RST2228 affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RST2228P affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RST2428P affected V3.2 custom Not specified

ADP Siemens RUGGEDCOM RST916C affected V5.10.0 custom Not specified

ADP Siemens RUGGEDCOM RST916P affected V5.10.0 custom Not specified

ADP Siemens SCALANCE M804PB affected V8.2 custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100PNC_32M_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2100PNC_32M_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2200
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2200NC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2288_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2288_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2288NC_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2288NC_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300NC_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300NC_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300P_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300P_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300PNC_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2300PNC_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2488_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2488_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2488NC_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG2488NC_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG907R
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG908C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG909R
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG910C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG920P_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG920P_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG920PNC_V4.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSG920PNC_V5.X
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSL910
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RSL910NC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RST2228
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RST2228P
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RST2428P
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RST916C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/RUGGEDCOM_RST916P
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M804PB


ADP Siemens SCALANCE M804PB affected V8.2 custom Not specified

ADP Siemens SCALANCE M812-1 ADSL-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE M812-1 ADSL-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE M816-1 ADSL-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE M816-1 ADSL-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE M826-2 SHDSL-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE M874-2 affected V8.2 custom Not specified

ADP Siemens SCALANCE M874-3 affected V8.2 custom Not specified

ADP Siemens SCALANCE M874-3 3G-Router CN affected V8.2 custom Not specified

ADP Siemens SCALANCE M876-3 affected V8.2 custom Not specified

ADP Siemens SCALANCE M876-3 ROK affected V8.2 custom Not specified

ADP Siemens SCALANCE M876-4 affected V8.2 custom Not specified

ADP Siemens SCALANCE M876-4 EU affected V8.2 custom Not specified

ADP Siemens SCALANCE M876-4 NAM affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM853-1 A1 affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM853-1 B1 affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM853-1 EU affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM856-1 A1 affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM856-1 B1 affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM856-1 CN affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM856-1 EU affected V8.2 custom Not specified

ADP Siemens SCALANCE MUM856-1 RoW affected V8.2 custom Not specified

ADP Siemens SCALANCE S615 EEC LAN-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE S615 LAN-Router affected V8.2 custom Not specified

ADP Siemens SCALANCE SC622-2C affected * custom Not specified

ADP Siemens SCALANCE SC626-2C affected * custom Not specified

ADP Siemens SCALANCE SC632-2C affected * custom Not specified

ADP Siemens SCALANCE SC636-2C affected * custom Not specified

ADP Siemens SCALANCE SC642-2C affected * custom Not specified

ADP Siemens SCALANCE SC646-2C affected * custom Not specified

ADP Siemens SCALANCE W1748-1 M12 affected * custom Not specified

ADP Siemens SCALANCE W1748-1 M12 affected * custom Not specified

ADP Siemens SCALANCE W1788-1 M12 affected * custom Not specified

ADP Siemens SCALANCE W1788-2 EEC M12 affected * custom Not specified

ADP Siemens SCALANCE W1788-2 M12 affected * custom Not specified

ADP Siemens SCALANCE W1788-2IA M12 affected * custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M812-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M816-1_ADSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M826-2_SHDSL-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M874-3_3G-Router_CN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-3_ROK
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_M876-4_NAM
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM853-1_A1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM853-1_B1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM853-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_A1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_B1
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_CN
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_EU
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_MUM856-1_RoW
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_EEC_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_S615_LAN-Router
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC622-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC626-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC632-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC636-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC642-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_SC646-2C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2_EEC_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W1788-2IA_M12


ADP Siemens SCALANCE W721-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W721-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W722-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W734-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W734-1 RJ45 USA affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W738-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W738-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W748-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W748-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W748-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W748-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W761-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W761-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 M12 EEC affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 M12 EEC affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W774-1 RJ45 USA affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W778-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W778-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W778-1 M12 EEC affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W778-1 M12 EEC USA affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-2 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-2 SFP affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-2 SFP affected V6.6.0 custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W721-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W722-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W734-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W738-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W748-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W761-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W774-1_RJ45_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W778-1_M12_EEC_USA
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-1_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_RJ45
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_SFP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_W786-2_SFP


ADP Siemens SCALANCE W786-2IA RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W786-2IA RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-1 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-1 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 M12 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 M12 EEC affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE W788-2 RJ45 affected V6.6.0 custom Not specified

ADP Siemens SCALANCE WAB762-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM763-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM763-1 ME affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM763-1 US affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM766-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM766-1 ME affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM766-1 US affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM766-1 EEC affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM766-1 EEC ME affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WAM766-1 EEC US affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUB762-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUB762-1 IFeatures affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM763-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM763-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM763-1 US affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM763-1 US affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM766-1 affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM766-1 ME affected V3.0.0 custom Not specified

ADP Siemens SCALANCE WUM766-1 USA affected V3.0.0 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 230V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 230V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 24V Coated affected V4.1.9 custom Not specified
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ADP Siemens SCALANCE X302-7 EEC 24V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 24V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 2x 230V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 2x 230V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 2x 24V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X302-7 EEC 2x 24V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X304-2FE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X306-1LD FE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 230V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 230V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 24V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 24V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 2x 230V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 2x 230V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 2x 24V Coated affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-2 EEC 2x 24V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-3 affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-3 affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-3LD affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X307-3LD affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2 affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2 affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2LD affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2LD affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2LH affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2LH affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2LH affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2LH affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2M affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2M affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2M PoE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2M PoE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2M TS affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X308-2M TS affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X310 affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X310 affected V4.1.9 custom Not specified
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ADP Siemens SCALANCE X310FE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X310FE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X320-1 FE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X320-1-2LD FE affected V4.1.9 custom Not specified

ADP Siemens SCALANCE X408-2 affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XB205-3 SC PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB205-3 ST E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB205-3 ST E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB205-3 ST PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB205-3LD SC E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB205-3LD SC PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB206-2 SC affected V4.6 custom Not specified

ADP Siemens SCALANCE XB206-2 ST/BFOC affected V4.6 custom Not specified

ADP Siemens SCALANCE XB206-2 LD affected V4.6 custom Not specified

ADP Siemens SCALANCE XB206-2 SC affected V4.6 custom Not specified

ADP Siemens SCALANCE XB206-2 ST affected V4.6 custom Not specified

ADP Siemens SCALANCE XB206-2LD affected V4.6 custom Not specified

ADP Siemens SCALANCE XB208 E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB208 PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB213-3 SC E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB213-3 SC PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB213-3 ST E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB213-3 ST PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB213-3LD SC E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB213-3LD SC PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XB216 E/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XB216 PN affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2 SC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2 ST/BFOC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2G PoE affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2G PoE 54 V DC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2G PoE EEC 54 V DC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2SFP affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2SFP EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2SFP G affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2SFP G EIP DEF. affected V4.6 custom Not specified
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ADP Siemens SCALANCE XC206-2SFP G EIP DEF. affected V4.6 custom Not specified

ADP Siemens SCALANCE XC206-2SFP G EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208 affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208G affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208G EIP Def. affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208G EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208G PoE affected V4.6 custom Not specified

ADP Siemens SCALANCE XC208G PoE 54 V DC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216 affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216-3G PoE affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216-3G PoE 54 V DC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216-4C affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216-4C G affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216-4C G EIP Def. affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216-4C G EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC216EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC224 affected V4.6 custom Not specified

ADP Siemens SCALANCE XC224-4C G affected V4.6 custom Not specified

ADP Siemens SCALANCE XC224-4C G EIP Def. affected V4.6 custom Not specified

ADP Siemens SCALANCE XC224-4C G EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XC316-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XC324-4 affected V1.3 custom Not specified

ADP Siemens SCALANCE XC324-4 EEC affected V1.3 custom Not specified

ADP Siemens SCALANCE XC332 affected V1.3 custom Not specified

ADP Siemens SCALANCE XC416-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XC424-4 affected V1.3 custom Not specified

ADP Siemens SCALANCE XC432 affected V1.3 custom Not specified

ADP Siemens SCALANCE XCH328 affected V3.2 custom Not specified

ADP Siemens SCALANCE XCM324 affected V3.2 custom Not specified

ADP Siemens SCALANCE XCM328 affected V3.2 custom Not specified

ADP Siemens SCALANCE XCM332 affected V3.2 custom Not specified

ADP Siemens SCALANCE XF204 affected V4.6 custom Not specified

ADP Siemens SCALANCE XF204 DNA affected V4.6 custom Not specified

ADP Siemens SCALANCE XF204-2BA affected V4.6 custom Not specified

ADP Siemens SCALANCE XF204-2BA DNA affected V4.6 custom Not specified
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ADP Siemens SCALANCE XF204-2BA DNA affected V4.6 custom Not specified

ADP Siemens SCALANCE XF204G affected V4.6 custom Not specified

ADP Siemens SCALANCE XM408-4C affected * custom Not specified

ADP Siemens SCALANCE XM408-4C L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XM408-8C affected * custom Not specified

ADP Siemens SCALANCE XM408-8C L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XM416-4C affected * custom Not specified

ADP Siemens SCALANCE XM416-4C L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XP208 affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208 affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208 Ethernet/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208G affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208G EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208G PoE EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208G PP affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208PoE EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP208PoE EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216 affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216 Ethernet/IP affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216 V2 affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216EEC V2 affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216G affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216G EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216G PoE EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216POE EEC affected V4.6 custom Not specified

ADP Siemens SCALANCE XP216PoE EEC V2 affected V4.6 custom Not specified

ADP Siemens SCALANCE XR302-32 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR302-32 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR302-32 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR322-12 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR322-12 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR322-12 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR324-12M 230V Ports On Front affected V4.1.9 custom Not specified

http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XF204G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-4C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-4C_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-8C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM408-8C_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM416-4C
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XM416-4C_L3_int.
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208_Ethernet/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208G_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208G_PoE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208G_PP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208PoE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP208PoE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216_Ethernet/IP
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216_V2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216EEC_V2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216G
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216G_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216G_PoE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216POE_EEC
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XP216PoE_EEC_V2
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR302-32
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR302-32
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR302-32
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR322-12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR322-12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR322-12
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SCALANCE_XR324-12M_230V_ports_on_front


ADP Siemens SCALANCE XR324-12M 230V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M 230V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M 230V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M TS 24V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-12M TS 24V affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 100-240VAC/60-250VDC Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 100-240VAC/60-250VDC Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 100-240VAC/60-250VDC Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 100-240VAC/60-250VDC Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 100-240VAC/60-250VDC Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 100-240VAC/60-250VDC Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 100-240VAC/60-250VDC Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 100-240VAC/60-250VDC Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M EEC 2x 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 230V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 230V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 230V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 230V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE 24V Ports On Rear affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE TS 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324-4M PoE TS 24V Ports On Front affected V4.1.9 custom Not specified

ADP Siemens SCALANCE XR324WG 24 X FE AC 230V affected V4.6 custom Not specified
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ADP Siemens SCALANCE XR324WG 24 X FE AC 230V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR324WG 24 X FE DC 24V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR326-2C PoE WG affected V4.6 custom Not specified

ADP Siemens SCALANCE XR326-2C PoE WG Without UL affected V4.6 custom Not specified

ADP Siemens SCALANCE XR326-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR326-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR326-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR326-8 EEC affected V1.3 custom Not specified

ADP Siemens SCALANCE XR328-4C WG 24XFE 4XGE 24V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR328-4C WG 24xFE 4xGEDC24V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR328-4C WG 24xFE4xGEAC230V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR328-4C WG 24xFE4xGEAC230V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR328-4C WG 28xGE AC 230V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR328-4C WG 28xGE DC 24V affected V4.6 custom Not specified

ADP Siemens SCALANCE XR502-32 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR502-32 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR502-32 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR522-12 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR522-12 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR522-12 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR524-8C 1x230V affected * custom Not specified

ADP Siemens SCALANCE XR524-8C 1x230V L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR524-8C 24V affected * custom Not specified

ADP Siemens SCALANCE XR524-8C 24V L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR524-8C 2x230V affected * custom Not specified

ADP Siemens SCALANCE XR524-8C 2x230V L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR524-8WG affected V1.3 custom Not specified

ADP Siemens SCALANCE XR524-8WG affected V1.3 custom Not specified

ADP Siemens SCALANCE XR524-8WG affected V1.3 custom Not specified

ADP Siemens SCALANCE XR524-8WG affected V1.3 custom Not specified

ADP Siemens SCALANCE XR526-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR526-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR526-8 affected V1.3 custom Not specified

ADP Siemens SCALANCE XR526-8C 1x230V affected * custom Not specified

ADP Siemens SCALANCE XR526-8C 1x230V L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR526-8C 24V affected * custom Not specified
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ADP Siemens SCALANCE XR526-8C 24V L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR526-8C 2x230V affected * custom Not specified

ADP Siemens SCALANCE XR526-8C 2x230V L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR528-6M affected * custom Not specified

ADP Siemens SCALANCE XR528-6M 2HR2 L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR528-6M 2HR2 affected * custom Not specified

ADP Siemens SCALANCE XR528-6M L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR552-12M affected * custom Not specified

ADP Siemens SCALANCE XR552-12M 2HR2 L3 Int. affected * custom Not specified

ADP Siemens SCALANCE XR552-12M 2HR2 affected * custom Not specified

ADP Siemens SCALANCE XR552-12M 2HR2 affected * custom Not specified

ADP Siemens SCALANCE XRH334 24 V DC 8xFO CC affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 230 V AC 12xFO affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 230 V AC 8xFO affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 230V AC 2x10G 24xSFP 8xSFP affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 24 V DC 12xFO affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 24 V DC 8xFO affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 24V DC 2x10G 24xSFP 8xSFP affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 2x230 V AC 12xFO affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 2x230 V AC 8xFO affected V3.2 custom Not specified

ADP Siemens SCALANCE XRM334 2x230V AC 2x10G 24xSFP 8xSFP affected V3.2 custom Not specified

ADP Siemens SICAM AK 3 unaffected * custom Not specified

ADP Siemens SICAM BC unaffected * custom Not specified

ADP Siemens SICAM GridEdge Classic unaffected * custom Not specified

ADP Siemens SICAM GridEdge Applications For SICAM 8 Platform unaffected * custom Not specified

ADP Siemens SICAM GridPass affected V2.50 custom Not specified

ADP Siemens SICAM TM unaffected * custom Not specified

ADP Siemens SICORE Base System affected V2.20.0 custom Not specified

ADP Siemens SINEC INS affected V1.0 SP2 Update 4 custom Not specified

ADP Siemens SIPLUS NET SCALANCE X308-2 affected V4.1.9 custom Not specified

ADP Siemens SIPLUS NET SCALANCE XC206-2 affected V4.6 custom Not specified

ADP Siemens SIPLUS NET SCALANCE XC206-2SFP affected V4.6 custom Not specified

ADP Siemens SIPLUS NET SCALANCE XC208 affected V4.6 custom Not specified

ADP Siemens SIPLUS NET SCALANCE XC216-4C affected V4.6 custom Not specified

ADP Siemens SIPROTEC 5 - CP200 Devices unaffected * custom Not specified
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ADP Siemens SIPROTEC 5 6MD84 CP300 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 6MD85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 6MD86 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 6MD89 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 6MD89 CP300 V9.6x affected V9.68 custom Not specified

ADP Siemens SIPROTEC 5 6MU85 CP300 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7KE85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SA82 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7SA82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SA86 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SA87 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SD82 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7SD82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SD86 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SD87 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SJ81 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7SJ81 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SJ82 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7SJ82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SJ85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SJ86 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SK82 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7SK82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SK85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SL82 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7SL82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SL86 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SL87 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SS85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7ST85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7ST85 CP300 V9.6x affected V9.68 custom Not specified

ADP Siemens SIPROTEC 5 7ST86 CP300 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7ST86 CP300 V9.8x affected V9.83 custom Not specified

ADP Siemens SIPROTEC 5 7SX82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SX85 CP300 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7SY82 CP150 affected V10.0 custom Not specified
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ADP Siemens SIPROTEC 5 7SY82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7UM85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7UT82 CP100 affected V7.80 V8.90 custom Not specified

ADP Siemens SIPROTEC 5 7UT82 CP150 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7UT85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7UT86 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7UT87 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7VE85 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7VK87 CP300 affected V7.80 V10.0 custom Not specified

ADP Siemens SIPROTEC 5 7VU85 CP300 affected V10.0 custom Not specified

ADP Siemens SIPROTEC 5 Compact 7SX800 CP050 affected V10.0 custom Not specified
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There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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