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Summary

CVE CVE-2024-36058

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 17:16:25 UTC

Updated 2026-04-07 17:16:25 UTC

Description The Send Basket functionality in Koha Library before 23.05.10 is susceptible to Time-Based SQL Injection because it fails to sanitize the POST parameter bib_list in /cgi-bin/koha/opac-sendbasket.pl, allowing library users to read arbitrary data from the database.

Risk And Classification

Problem Types: n/a

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link Tags

koha-community.org/koha-22-05-22-released cve@mitre.org koha-community.org

gitlab.com/koha-community/Koha/-/blob/23.05.x/misc/release_notes/release... cve@mitre.org gitlab.com

gitlab.com/koha-community/Koha/-/blob/23.05.x/misc/release_notes/release... cve@mitre.org gitlab.com

github.com/hacklantic/Research/tree/main/CVE-2024-36058 cve@mitre.org github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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