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CVE CVE-2024-37371
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-06-28 23:15:11 UTC
Updated 2026-05-12 12:16:51 UTC
Description In MIT Kerberos 5 (aka krb5) before 1.21.3, an attacker can cause invalid memory reads during GSS message token handl

Risk And Classification

Primary CVSS: v3.1 9.1 CRITICAL from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:H
EPSS: 0.026060000 probability, percentile 0.857490000 (date 2026-05-12)

Problem Types: NVD-CWE-Other | CWE-125 | n/a | CWE-125 CWE-125 Out-of-bounds
Read

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9.1 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H

3.1 ADP DECLARED 9.1 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 9.1 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 11.0 All All All

Operating System Debian Debian Linux 12.0 All All All

Application Mit Kerberos 5 All All All All

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom Not specified

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom Not specified

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.5 * custom Not specified

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.5 * custom Not specified

ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.5 * custom Not specified
Reference Source Link
github.com/krb5/krb5/commit/55fbf435edbe2e92dd8101669b1ce7144bc96fef  af854al3a-2127-422b-91ae-364da2661108  github.com
web.mit.edu/kerberos/www/advisories af854a3a-2127-422b-91ae-364da2661108 web.mit.edu
cert-portal.siemens.com/productcert/html/ssa-082556.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e  cert-portal.sieme
security.netapp.com/advisory/ntap-20241108-0009 af854a3a-2127-422b-91ae-364da2661108 security.netapp.c
security.netapp.com/advisory/ntap-20250124-0010 af854a3a-2127-422b-91ae-364da2661108  security.netapp.c
CVE Program record CVE.ORG Www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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