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Summary

CVE CVE-2024-38599

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-06-19 14:15:19 UTC

Updated 2026-05-12 12:16:54 UTC

Description In the Linux kernel, the following vulnerability has been resolved: jffs2: prevent xattr node from overflowing the eraseblock Add a check to make sure that the requested xattr node size is no larger than the eraseblock minus the cleanmarker. 

Risk And Classification

Primary CVSS: v3.1 7.1 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

Problem Types: CWE-125

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-38599/mitre
https://cve.report/CVE-2024-38599/nist
https://cve.report/CVE-2024-38599/cve_org
https://cve.report/api/cve/CVE-2024-38599.json
https://cve.report/CVE-2024-38599.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe 2904e1d9b64f72d291095e3cbb31634f08788b11 git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe 526235dffcac74c7823ed504dfac4f88d84ba5df git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe f0eea095ce8c959b86e1e57fe36ca4fea5ae54f8 git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe a1d21bcd78cf4a4353e1e835789429c6b76aca8b git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe f06969df2e40ab1dc8f4364a5de967830c74a098 git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe af82d8d2179b7277ad627c39e7e0778f1c86ccdb git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe 8d431391320c5c5398ff966fb3a95e68a7def275 git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe 978a12c91b38bf1a213e567f3c20e2beef215f07 git

CNA Linux Linux affected aa98d7cf59b5b0764d3502662053489585faf2fe c6854e5a267c28300ff045480b5a7ee7f6f1d913 git

CNA Linux Linux affected 2.6.18

CNA Linux Linux unaffected 2.6.18 semver

CNA Linux Linux unaffected 4.19.316 4.19.* semver

CNA Linux Linux unaffected 5.4.278 5.4.* semver

CNA Linux Linux unaffected 5.10.219 5.10.* semver

CNA Linux Linux unaffected 5.15.161 5.15.* semver

CNA Linux Linux unaffected 6.1.93 6.1.* semver

CNA Linux Linux unaffected 6.6.33 6.6.* semver

CNA Linux Linux unaffected 6.8.12 6.8.* semver

CNA Linux Linux unaffected 6.9.3 6.9.* semver

CNA Linux Linux unaffected 6.10 * original_commit_for_fix

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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