wifl: m 211: Fix lock In
leee80211_sta ps deliver_wakeup()
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CVE CVE-2024-40912
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-12 13:15:14 UTC
Updated 2026-05-12 12:16:59 UTC
Description In the Linux kernel, the following vulnerability has been resolved: wifi: mac80211: Fix deadlock in ieee80211_sta_ps_delive
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Risk And Classification |

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-667

CVSS v3.1 Breakdown
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CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H


https://cve.report/
https://cve.report/CVE-2024-40912/mitre
https://cve.report/CVE-2024-40912/nist
https://cve.report/CVE-2024-40912/cve_org
https://cve.report/api/cve/CVE-2024-40912.json
https://cve.report/CVE-2024-40912.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658e6°
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658€6°
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658e6°
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658€6°
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658e6°
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658e6-
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658e6°
CNA Linux Linux affected 1d147bfa64293b2723c4fec50922168658e6-
CNA Linux Linux affected ad64b463d919a18be70b281efb135231169¢c
CNA Linux Linux affected 46a5a5493360f995b834eb3b828eb59da46C
CNA Linux Linux affected a7ee1a84a81555b19ec3d02f104bfd70cfOb6
CNA Linux Linux affected 58d4310586466840dab77e56e53f4508853a
CNA Linux Linux affected fcb6d3c79824d350893edfa7b50d6ba1f670c
CNA Linux Linux affected 3.14

CNA Linux Linux unaffected 3.14 semver

CNA Linux Linux unaffected 4.19.317 4.19. semver

CNA Linux Linux unaffected 5.4.279 5.4.” semver

CNA Linux Linux unaffected 5.10.221 5.10. semver

CNA Linux Linux unaffected 5.15.162 5.15.* semver

CNA Linux Linux unaffected 6.1.95 6.1. semver

CNA Linux Linux unaffected 6.6.35 6.6. semver

CNA Linux Linux unaffected 6.9.6 6.9.* semver

CNA Linux Linux unaffected 6.10 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P unaffected * custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family unaffected * custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family unaffected * custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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Reference
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git.kernel.org/stable/c/e7e916d693dcb5a297f40312600a82475f2e63bc
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NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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