HID: logitech-dj: Fix memory leak In
logi_dj recv_switch to dj mode()
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CVE CVE-2024-40934
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-12 13:15:15 UTC
Updated 2026-05-12 12:16:59 UTC
Description In the Linux kernel, the following vulnerability has been resolved: HID: logitech-dj: Fix memory leak in logi_dj_recv_switch_t
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Risk And Classification |

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-401

CVSS v3.1 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected cf48a7ba5c095{76bb9c1951f120fa04844242
CNA Linux Linux affected e38a612685d8a2189b72078f6254b069ff84t
CNA Linux Linux affected 4fb28379b3¢735398b2522979¢991b340baa
CNA Linux Linux affected 6659609541514d2ed3472f5bc999c55bdb6 1
CNA Linux Linux affected 6f20d3261265885f6a6be4cdad49d70197287¢
CNA Linux Linux affected 6f20d3261265885f6abbe4cdad9d70197287¢
CNA Linux Linux affected 6f20d3261265885f6a6be4cdad49d70197287¢
CNA Linux Linux affected 144becd79c196f02143ca71fc10766bd0cc66
CNA Linux Linux affected 00ab92481d3a40a5ad323df4c518068f66ce«
CNA Linux Linux affected 6.6

CNA Linux Linux unaffected 6.6 semver

CNA Linux Linux unaffected 5.4.279 5.4.* semver

CNA Linux Linux unaffected 5.10.221 5.10.* semver

CNA Linux Linux unaffected 5.15.162 5.15.* semver

CNA Linux Linux unaffected 6.1.95 6.1. semver

CNA Linux Linux unaffected 6.6.35 6.6. semver

CNA Linux Linux unaffected 6.9.6 6.9.* semver

CNA Linux Linux unaffected 6.10 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P unaffected * custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family unaffected * custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family unaffected * custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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References
Reference Source Link

git.kernel.org/stable/c/a0503757947f2e46e59c1962326b53b3208c8213  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
git.kernel.org/stable/c/caa9c9acb93db7ad7b74b157¢cf101579bac9596d  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.cc

git.kernel.org/stable/c/789c99a1d7d2c8f6096d75fc2930505840ec9eal  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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