xfrm6: check ip6_dst_idev() return value in
xfrm6_get_saddr()
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CVE CVE-2024-40959
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-12 13:15:17 UTC
Updated 2026-05-12 12:17:00 UTC
Description In the Linux kernel, the following vulnerability has been resolved: xfrm6: check ip6_dst_idev() return value in xfrm6_get_sac
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Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-476
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321c
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c.
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321c
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c.
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321c
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c.
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321c
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c
CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 4.19.317 4.19.” semver

CNA Linux Linux unaffected 5.4.279 5.4.* semver

CNA Linux Linux unaffected 5.10.221 5.10.* semver

CNA Linux Linux unaffected 5.15.162 5.15.* semver

CNA Linux Linux unaffected 6.1.96 6.1. semver

CNA Linux Linux unaffected 6.6.36 6.6.* semver

CNA Linux Linux unaffected 6.9.7 6.9.* semver

CNA Linux Linux unaffected 6.10 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P affected V3.1 custom

ADP Siemens RUGGEDCOM RST2428P unaffected * custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family unaffected * custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family unaffected * custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family affected V3.1 custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family unaffected * custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom
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ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP
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affected V3.1.0 V3.1.5 custom
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References
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cert-portal.siemens.com/productcert/html/ssa-398330.html
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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