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CVE CVE-2024-4268
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-02 11:15:10 UTC
Updated 2026-04-08 17:18:51 UTC
Description The Ultimate Blocks — WordPress Blocks Plugin plugin for WordPress is vulnerable to Stored Cross-Site Scripting via the pl
i | |

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
3.1 security@wordfence.com Secondary 6.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/l:L/A:N
3.1 CNA DECLARED 6.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

\ttack Vector
\ttack Complexity
’rivileges Required

Jser Interaction

3cope


https://cve.report/
https://cve.report/CVE-2024-4268/mitre
https://cve.report/CVE-2024-4268/nist
https://cve.report/CVE-2024-4268/cve_org
https://cve.report/api/cve/CVE-2024-4268.json
https://cve.report/CVE-2024-4268.pdf

>onfidentiality

Low

ntegrity

Low

\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

[ ]

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version

Type

Application Dotcamp Ultimate Blocks All All

Vendor Declared Affected Products

Update

Edition Language

All All

Source Vendor Product

CNA Ultimateblocks Ultimate Blocks 25 Gutenberg Blocks For Block Editor

Version Platforms

affected 3.1.9 semver

Not specified

References

Reference

plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/extensions/custom-css/class...

wordpress.org/plugins/ultimate-blocks
plugins.trac.wordpress.org/changeset/3075315/ultimate-blocks
plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/styled-box/block.php
www.dropbox.com/scl/fi/’zh7t1qgsvxkxk2dfhwd7nn/Ultimate-Blocks-Stored-XSS_POC_4...
plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/how-to/block.php
plugins.trac.wordpress.org/changeset/3108401

plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/image-slider/block.php

plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/advanced-heading/blo...

gist.github.com/webber-naut/0a8a4f810da286392a43c4614d31712e
plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/testimonial/block.php
www.wordfence.com/threat-intel/vulnerabilities/id/00b60b53-77bf-4640-bf2b-84e01 ...
CVE Program record

NVD vulnerability detail

/

Source
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af854a3a-2127-422b-91ae-364da2661108
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af854a3a-2127-422b-91ae-364da2661108
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Discovery Credit

CNA: Craig Smith (en)


http://cve.report/vendor/dotcamp
http://cve.report/software/dotcamp/ultimate_blocks
http://cve.report/vendor/ultimateblocks
http://cve.report/software/ultimateblocks/Ultimate_Blocks__25__Gutenberg_Blocks_for_Block_Editor
https://plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/extensions/custom-css/class-custom-css.php?rev=3102541#L173
https://wordpress.org/plugins/ultimate-blocks/#developers
https://plugins.trac.wordpress.org/changeset/3075315/ultimate-blocks
https://plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/styled-box/block.php
https://www.dropbox.com/scl/fi/zh7t1qsvxkxk2dfhwd7nn/Ultimate-Blocks-Stored-XSS_POC_4.20.24.mov?rlkey=ws16dcu7f6mjd3h9emsqev7jm&e=2&st=fdr7q9h7&dl=0
https://plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/how-to/block.php
https://plugins.trac.wordpress.org/changeset/3108401/
https://plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/image-slider/block.php
https://plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/advanced-heading/block.php
https://gist.github.com/webber-naut/0a8a4f810da286392a43c4614d31712e
https://plugins.trac.wordpress.org/browser/ultimate-blocks/trunk/src/blocks/testimonial/block.php
https://www.wordfence.com/threat-intel/vulnerabilities/id/00b60b53-77bf-4640-bf2b-84e011014623?source=cve
https://www.cve.org/CVERecord?id=CVE-2024-4268
https://nvd.nist.gov/vuln/detail/CVE-2024-4268

Additional Advisory Data

Source Time Event

CNA 2024-07-01T21:45:10.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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