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Summary

CVE CVE-2024-43234

State PUBLISHED

Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-12-16 16:15:07 UTC

Updated 2026-04-01 16:17:41 UTC

Description Authentication Bypass Using an Alternate Path or Channel vulnerability in WofficeIO Woffice woffice allows Authentication Bypass.This issue affects Woffice: from n/a through <= 5.4.14.

Risk And Classification

Problem Types: CWE-288 | CWE-288 Authentication Bypass Using an Alternate Path or
Channel

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xtendify Woffice All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA WofficeIO Woffice affected 5.4.14 custom Not specified

References

Reference Source Link Tags

patchstack.com/database/Wordpress/Theme/woffice/vulnerability/wordpress-woff... audit@patchstack.com patchstack.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Rafie Muhammad | Patchstack Bug Bounty Program (en)

https://cve.report/
https://cve.report/CVE-2024-43234/mitre
https://cve.report/CVE-2024-43234/nist
https://cve.report/CVE-2024-43234/cve_org
https://cve.report/api/cve/CVE-2024-43234.json
https://cve.report/CVE-2024-43234.pdf
http://cve.report/vendor/xtendify
http://cve.report/software/xtendify/woffice
http://cve.report/vendor/WofficeIO
http://cve.report/software/WofficeIO/Woffice
https://patchstack.com/database/Wordpress/Theme/woffice/vulnerability/wordpress-woffice-theme-5-4-14-unauthenticated-account-takeover-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2024-43234
https://nvd.nist.gov/vuln/detail/CVE-2024-43234


There are currently no legacy QID mappings associated with this CVE.
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