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CVE CVE-2024-44018
State PUBLISHED
Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-05 13:15:12 UTC
Updated 2026-04-01 16:17:50 UTC
Description Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal') vulnerability in istmoplugins Instant Chat Floe
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Risk And Classification

Problem Types: CWE-22 | CWE-22 Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal')

Vendor Declared Affected Products

Source  Vendor Product Version Platforms
CNA Istmoplugins Instant Chat Floating Button For WordPress Websites affected 1.0.5 custom Not specified
ADP Istmo Plugins Instant Chat Floating Button For Wordpress Websites affected 1.0.5 custom Not specified
Reference Source Link Tags

patchstack.com/database/Wordpress/Plugin/instant-chat-wp/vulnerability/wordp... audit@patchstack.com patchstack.com
CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, an¢
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Vendor Comments And Credit

Discovery Credit

CNA: tahu.datar | Patchstack Bug Bounty Program (en)

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2024-44018/mitre
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https://cve.report/CVE-2024-44018/cve_org
https://cve.report/CVE-2024-44018.pdf
http://cve.report/vendor/istmoplugins
http://cve.report/software/istmoplugins/Instant_Chat_Floating_Button_for_WordPress_Websites
http://cve.report/vendor/istmo_plugins
http://cve.report/software/istmo_plugins/instant_chat_floating_button_for_wordpress_websites
https://patchstack.com/database/Wordpress/Plugin/instant-chat-wp/vulnerability/wordpress-instant-chat-wp-plugin-1-0-5-local-file-inclusion-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2024-44018
https://nvd.nist.gov/vuln/detail/CVE-2024-44018
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