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Summary

CVE CVE-2024-44940

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-08-26 12:15:06 UTC

Updated 2026-04-01 18:08:20 UTC

Description In the Linux kernel, the following vulnerability has been resolved: fou: remove warn in gue_gro_receive on unsupported protocol 

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

https://cve.report/
https://cve.report/CVE-2024-44940/mitre
https://cve.report/CVE-2024-44940/nist
https://cve.report/CVE-2024-44940/cve_org
https://cve.report/CVE-2024-44940.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b a925a200299a6dfc7c172f54da6f374edc930053 git

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b b1453a5616c7bd8acd90633ceba4e59105ba3b51 git

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 5a2e37bc648a2503bf6d687aed27b9f4455d82eb git

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 3db4395332e7050ef9ddeb3052e6b5019f2a2a59 git

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 440ab7f97261bc28501636a13998e1b1946d2e79 git

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b dd89a81d850fa9a65f67b4527c0e420d15bf836c git

CNA Linux Linux affected 3.18

CNA Linux Linux unaffected 3.18 semver

CNA Linux Linux unaffected 5.10.234 5.10.* semver

CNA Linux Linux unaffected 5.15.174 5.15.* semver

CNA Linux Linux unaffected 6.1.107 6.1.* semver

CNA Linux Linux unaffected 6.6.47 6.6.* semver

CNA Linux Linux unaffected 6.10.6 6.10.* semver

CNA Linux Linux unaffected 6.11 * original_commit_for_fix

References

Reference Source

fou: remove warn in gue_gro_receive on unsupported protocol - kernel/git/stable/linux.git - Linux kernel stable tree 416baaa9-dc9f-4396-8d5f-8c081fb06d67

[SECURITY] [DLA 4075-1] linux security update af854a3a-2127-422b-91ae-364da2661108

fou: remove warn in gue_gro_receive on unsupported protocol - kernel/git/stable/linux.git - Linux kernel stable tree 416baaa9-dc9f-4396-8d5f-8c081fb06d67

fou: remove warn in gue_gro_receive on unsupported protocol - kernel/git/stable/linux.git - Linux kernel stable tree 416baaa9-dc9f-4396-8d5f-8c081fb06d67

fou: remove warn in gue_gro_receive on unsupported protocol - kernel/git/stable/linux.git - Linux kernel stable tree 416baaa9-dc9f-4396-8d5f-8c081fb06d67

fou: remove warn in gue_gro_receive on unsupported protocol - kernel/git/stable/linux.git - Linux kernel stable tree 416baaa9-dc9f-4396-8d5f-8c081fb06d67

fou: remove warn in gue_gro_receive on unsupported protocol - kernel/git/stable/linux.git - Linux kernel stable tree 416baaa9-dc9f-4396-8d5f-8c081fb06d67

[SECURITY] [DLA 4008-1] linux-6.1 security update af854a3a-2127-422b-91ae-364da2661108
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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