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CVE CVE-2024-46879
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-23 20:16:22 UTC
Updated 2026-04-02 20:11:38 UTC
Description A Reflected Cross-Site Scripting (XSS) vulnerability exists in the POST request data zipPath of tiki-admin_system.php in Ti
1 | i

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from ADP
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/l.L/A:N
EPSS: 0.000290000 probability, percentile 0.082310000 (date 2026-04-07)

Problem Types: CWE-79 | n/a | CWE-79 CWE-79 Improper Neutralization of Input During
Web Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector
3.1 ADP DECLARED 54 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
3.1 134¢704f-9b21-4f2e-91b3-4a467353bccO  Secondary 5.4 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
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https://cve.report/
https://cve.report/CVE-2024-46879/mitre
https://cve.report/CVE-2024-46879/nist
https://cve.report/CVE-2024-46879/cve_org
https://cve.report/api/cve/CVE-2024-46879.json
https://cve.report/CVE-2024-46879.pdf
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CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

[ ] [l

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tiki Tiki All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link Tags
github.com/ColdFusionX/CVE-2024-46879-TikiCMS-XSS 134c704f-9b21-4f2e-91b3-4a467353bccO  github.com Explo
tiki.org/tiki-newsletters.php cve@mitre.org tiki.org Prodt
tiki.org/article515-New-Security-Update-Released-for-Tiki-21-x-LTS-and... cve@mitre.org tiki.org Relee
CVE Program record CVE.ORG WwWw.cve.org —canor
NVD vulnerability detail NVD nvd.nist.gov  canor
< S e

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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