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Summary

CVE CVE-2024-47684

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-21 12:15:05 UTC

Updated 2026-05-12 12:17:12 UTC

Description In the Linux kernel, the following vulnerability has been resolved: tcp: check skb is non-NULL in tcp_rto_delta_us() We have some machines running stock Ubuntu 20.04.6 which is their 5.4.0-174-generic kernel that are running ceph and recently hit a null ptr dereference in tcp_rearm_rto(). Initially hitting it from the TLP path, but then later we also saw it getting hit from the RACK case as well. Here are examples of the oops messages we saw in each of those cases: 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-476

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-47684/mitre
https://cve.report/CVE-2024-47684/nist
https://cve.report/CVE-2024-47684/cve_org
https://cve.report/api/cve/CVE-2024-47684.json
https://cve.report/CVE-2024-47684.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 ad4f0a14d6856e68f023fc4e5017cfd881a3dfbc git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 16e0387d87fc858e34449fdf2b14ed5837f761db git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 ec31cf42fc4e35bb1248ce6eb1de6de9f851ac86 git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 5c4c03288a4aea705e36aa44119c13d7ee4dce99 git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 96c4983eab2a5da235f7fff90beaf17b008ba029 git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 570f7d8c9bf14f041152ba8353d4330ef7575915 git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 81d18c152e3f82bacadf83bc0a471b2363b9cc18 git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 09aea49fbc7e755a915c405644f347137cdb62b0 git

CNA Linux Linux affected e1a10ef7fa876f8510aaec36ea5c0cf34baba410 c8770db2d54437a5f49417ae7b46f7de23d14db6 git

CNA Linux Linux affected 42a858e036bb26cb559157393b7890cabe70bfc2 git

CNA Linux Linux affected 4.13

CNA Linux Linux unaffected 4.13 semver

CNA Linux Linux unaffected 4.19.323 4.19.* semver

CNA Linux Linux unaffected 5.4.285 5.4.* semver

CNA Linux Linux unaffected 5.10.227 5.10.* semver

CNA Linux Linux unaffected 5.15.168 5.15.* semver

CNA Linux Linux unaffected 6.1.113 6.1.* semver

CNA Linux Linux unaffected 6.6.54 6.6.* semver

CNA Linux Linux unaffected 6.10.13 6.10.* semver

CNA Linux Linux unaffected 6.11.2 6.11.* semver

CNA Linux Linux unaffected 6.12 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P affected V3.2 custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family affected V3.2 custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family affected V3.2 custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIMATIC S7-1500 CPU 1518F-4 PN/DP MFP affected V3.1.0 V3.1.5 custom

ADP Siemens SIPLUS S7-1500 CPU 1518-4 PN/DP MFP affected V3.1.0 V3.1.5 custom
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References

Reference Source Link

cert-portal.siemens.com/productcert/html/ssa-398330.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/96c4983eab2a5da235f7fff90beaf17b008ba029 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

lists.debian.org/debian-lts-announce/2025/03/msg00002.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/ec31cf42fc4e35bb1248ce6eb1de6de9f851ac86 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/570f7d8c9bf14f041152ba8353d4330ef7575915 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/ad4f0a14d6856e68f023fc4e5017cfd881a3dfbc 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/09aea49fbc7e755a915c405644f347137cdb62b0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/16e0387d87fc858e34449fdf2b14ed5837f761db 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/81d18c152e3f82bacadf83bc0a471b2363b9cc18 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/5c4c03288a4aea705e36aa44119c13d7ee4dce99 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

cert-portal.siemens.com/productcert/html/ssa-355557.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

git.kernel.org/stable/c/c8770db2d54437a5f49417ae7b46f7de23d14db6 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

lists.debian.org/debian-lts-announce/2025/01/msg00001.html af854a3a-2127-422b-91ae-364da2661108 lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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