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Summary

CVE CVE-2024-47692

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-10-21 12:15:05 UTC

Updated 2026-05-12 12:17:13 UTC

Description In the Linux kernel, the following vulnerability has been resolved: nfsd: return -EINVAL when namelen is 0 When we have a corrupted main.sqlite in /var/lib/nfs/nfsdcld/, it may result in namelen being 0, which will cause memdup_user() to return ZERO_SIZE_PTR. When we access the name.data that has been assigned the value of ZERO_SIZE_PTR in nfs4_client_to_reclaim(), null pointer dereference is triggered. 

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-476

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2024-47692/mitre
https://cve.report/CVE-2024-47692/nist
https://cve.report/CVE-2024-47692/cve_org
https://cve.report/api/cve/CVE-2024-47692.json
https://cve.report/CVE-2024-47692.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 6d07040ae5c2214e39c7444d898039c9e655a79a git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 0f1d007bbea38a61cf9c5392708dc70ae9d84a3d git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 b7b7a8df41ef18862dd6b22289fb46c2c12398af git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 84a563d136faf514fdad1ade28d7a142fd313cb8 git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 318f70857caab3da9a6ada9bc8c1f4f7591b695e git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 766d5fbd78f7a52b3888449a0358760477b74602 git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 1ff8be8d008b9ddc8e7043fbddd37d5d451b271b git

CNA Linux Linux affected 74725959c33c14114fdce1e36e3504d106584d53 22451a16b7ab7debefce660672566be887db1637 git

CNA Linux Linux affected 5.2

CNA Linux Linux unaffected 5.2 semver

CNA Linux Linux unaffected 5.4.285 5.4.* semver

CNA Linux Linux unaffected 5.10.227 5.10.* semver

CNA Linux Linux unaffected 5.15.168 5.15.* semver

CNA Linux Linux unaffected 6.1.113 6.1.* semver

CNA Linux Linux unaffected 6.6.54 6.6.* semver

CNA Linux Linux unaffected 6.10.13 6.10.* semver

CNA Linux Linux unaffected 6.11.2 6.11.* semver

CNA Linux Linux unaffected 6.12 * original_commit_for_fix

ADP Siemens RUGGEDCOM RST2428P unaffected * custom

ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family unaffected * custom

ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family unaffected * custom

ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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